New feature

Trend Micro™ Worry-Free™

@ TREND:

Advanced Email Protection with Inline
Trend Micro” Cloud App Security

Your customer is at risk of a security breach. Discover, assess, and mitigate risk and defend against

complex cyberattacks before it hits their inbox.

Advanced visibility and email protection
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1. Inline mode retrieves email from the mail transfer agent (MTA). This enables
Worry-Free to scan and take action on the email before passing it to Microsoft
365 or Gmail.

2. When email is sent outbound, Worry-Free intercepts, scans, and takes action
before delivering to the recipient.

Need Managed Support?
Let us help you bridge cybersecurity skill and knowledge gaps

» Detection: 24/7 critical alerting and monitoring, and loC sweeping
e Investigation: Incident investigation, root-cause analysis
e Investigation: Cross-customer analysis for your customer base

* Response: Recommendations or authorized actions, incident response plan, and
monthly reports

Get started with XDR NFR (not-for-resale) at no cost

It's as easy as 1-2-3:

1. Log into your Licensing Management Platform

2. Create new Service Plan. Select “Worry-Free XDR" and label this plan
“Internal Keys"

3. Check box "Assign as NFR."” (This will allow you to deploy up to five
licenses for free. You will never be charged for these licenses and will
never have to renew)
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Benefits

Leverage advanced inbound and
outbound protection for both known
and emerging email threats

- Scans emails before they arrive in
Microsoft 365 or Gmail

- Safequards critical data with
advanced threat prevention (ATP)
and data loss prevention (DLP)

- Automated action on suspicious
and known email threats

+ Customized DLP policies on
outbound emails

Prevents

- Malicious Software
- Targeted Attacks

- Malware

+ Compromised Email
- Phishing

+ Spam

+ Email Fraud

- Malicious URLS

We do the hard work; you get
peace of mind

24/7 MSP Technical Support:
1-877-578-71363
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Trend Micro™
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Features Co-Managed XDR Worry-Free XDR Worry-Free EDR SarviEas

ENDPOINT SECURITY

Windows and macOS support

Anti-malware and behavior analysis

Predictive and runtime machine learning

Vulnerability protection/virtual patching

Full disk encryption

Application control

Integrated endpoint DLP

Device control
WEB SECURITY

MOBILE SECURITY AND MANAGEMENT

EMAIL AND COLLABORATION SECURITY

Cloud email gateway with DLP [} )
API-based Microsoft 365/G Suite protection (] ®
Cloud sandboxing (] ®
BEC and credential phishing protection [} ®
File password extraction L] ]

Log search window 60 days 60 days

Message size limit 150 MB 150 MB

Email continuity (]

Box & Dropbox protection °

[ ]
EXTENDED DETECTION AND RESPONSE (XDR)

Correlates data automatically across email

and endpoint in one console ¢ ¢ Endpoint Only
Automated detection, sweeping, hunting, ° ° °
and root cause analysis
Advanced threat detection through cloud ° ° °

sandboxing

Cross-customer detection, investigation,
and response. (For MSPs only: Do it yourself [} ® )
through Trend Micro™ Remote Manager)

MANAGED DETECTION AND RESPONSE (MDR)

Detection: 24/7 critical alerting and

e °
monitoring, loC sweeping
Investigation: Incident investigation, °
root-cause analysis
Investigation: Cross-customer analysis °
for your customer base
Response: Recommendations or °

authorized actions, monthly report
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