Cloud Manager FAQ for 
How do I control what my users can/can’t access?

Cloud Manager gives you multiple ways to manage commands for your users.

Permissions
From the Manage User menu (Requires SkyKick Admin Permissions to see), Admin>Manage Users, you can edit a user by clicking the pencil icon to the right of the desired user. Disabling Command Administration will remove a user’s access to all commands except those that are shared with them directly.
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From there, you can open and share any Command or Collection with the user to ensure they have the commands they need and only the commands they need.
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Collections 
Collections allow you to group commands together, order them, and provide detailed rich notes on the commands’ use and/or desired process.  Sharing a collection with a user (or group – coming soon) will give them access to all of the commands within the collection.
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Tags
You can create custom tags for you commands so they’re more easily findable in search.
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When I run the SkyKick Microsoft 365 Security Factor Report I get this error: “<Customer> is not connected to Microsoft 365 or is missing needed modules, bypassing checks.” 

This command requires the Graph module to run. SkyKick is working on making that error clearer. In the meantime, simply enable the graph (Customers>Select Customer>Connections>Add Connector> Microsoft Graph) connector for this and any other customer and you should be good to go! 
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Why am I unable to connect to the Exchange Online and/or Security and Compliance Center modules?

Microsoft hasn’t fully enabled Modern Authentication for automated/machine connections via PowerShell for those modules. While it could be several different authentication permission issues, the most common is Conditional Access. SkyKick is working with Microsoft to understand the best way to allow partners to connect today as well as their future authentication models for these modules. 
In the meantime, you should be able to circumvent this issue by either:
· Putting the SkyKick Azure Active Directory Device on the conditional Access Allow list
· Removing the Conditional Access Policies (temporarily) from the admin you’re using in Cloud Manager, authenticating through Cloud Manager, then reenabling the Conditional Access Policies.
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