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NETWORK SECURITY

WatGuard Firebox

One Platform, Total Security

The WatchGuard Firebox is a comprehensive advanced network security platform that puts IT security professionals back in charge of their
networks with widely deployable, enterprise-grade security and threat visibility tools suitable for any organization, regardless of budget or
complexity. Every year, the average Firebox blocks over 1,300 malware attacks and 250 network intrusions for WatchGuard customers.

WatchGuard offers an award-winning portfolio of network security services, from intrusion prevention service, gateway antivirus, application
control, spam blocking, and web filtering to more advanced services for protecting against advanced malware, ransomware, and data theft.

When managed in the WatchGuard Cloud, Firebox management and network configuration are simple to set up and configure for multiple
clients and different networks. Your team can spend less time on processes and more time on profitability, while still delivering the level of

security your customers expect.

Network Automation to the Core

Automation is at the heart of WatchGuard'’s Unified Security Platform,
speeding up processes, killing threats, and empowering IT teams

to do more in less time. WatchGuard Firebox is designed with
automation to the core, freeing up valuable IT time for other tasks.

SSL Inspection & Protection

Today, over 80% of your customers' traffic occurs over HTTPS,
creating a massive blind spot. At WatchGuard, we don’t view HTTPS
content inspection as a “nice-to-have” feature - it's a security
essential standard in every WatchGuard Firebox. What'’s more,
WatchGuard Firebox fully inspects TLS 1.3 traffic, and was one of the
first firewall platforms to do so.

Supports the Latest VPN Technology

Virtual Private Networks (VPNs) are used to provide a secure tunnel
from remote locations back to a central office. WatchGuard Firebox
offers branch office VPNs for site-to-site connections to remote/
mobile offices with IPSec/IKEv2, and SSL VPN.

Get a Cloud’s-Eye View of Your Network
WatchGuard Cloud makes it possible to get a high-level, aggregated
big picture view of network activity that pinpoints top threats and
trends, active policies and traffic patterns, and correlated views of top
users and applications. The platform displays 100+ dashboards and
reports that allow you to quickly see overall trends and anomalies
then drill down into detailed information on each.

Policy Management, Simplified

WatchGuard Cloud makes policy creation and management a breeze
with one-click security service implementations and pre-configured
policies to deploy content scanning, network inspection, content
filtering, and other services at scale. WatchGuard Cloud policy
templates can apply configurations to appliances across multiple
locations, so you can scale deployments with group and company
policies.

Built-In SD-WAN

WatchGuard delivers a range of appliances that are perfectly sized
for the branch office, retail outlet, or healthcare clinic, and can
deliver SD-WAN along with stellar security. SD-WAN functionality is
a standard feature on each of our award-winning firewalls, giving
you the ability to easily protect your network while optimizing your
connectivity costs.
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A Firebox For Every Situation
Easy to Deploy

Remotely deploy and configure multiple Firebox
appliances across a distributed enterprise with minimal
on-site assistance using a Cloud-based deployment and
configuration tool.
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for protecting against evolving malware,
ransomware, and data breaches. Each security service is delivered as an integrated solution within an

easy-to-manage and cost-effective Firebox appliance.

Technology Partner Ecosystem: Firebox Can Do It All

The Firebox sits at the core of your network, protecting your business from the most advanced threats through
its sophisticated layers of security that are delivered in a way that is simple for any organization to consume.
Now take the Firebox and integrate it across your broader IT ecosystem, protecting more applications and more
users, while simplifying your IT management.

WatchGuard integrates with leading Remote Monitoring Management (RMM) platforms to provide syslog
reporting, email alerts, and SNMP traps and queries for Firebox appliances and security services.
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Never Choose Between Security and Performance
Each Firebox appliance is ready to deliver the full portfolio of security services, along with a suite of Cloud-management tools to keep you ahead
of the rapidly evolving threat landscape.

Extend your firewall perimeter with Cloud and virtual appliances.

| @fces o
btvlrebox M2

iblreboxmaso s

| @ced o
{’II’EDOXMSQO s °

| @ o
tvlrebox M6%0 5 ©

TABLETOP FIREBOX RACKMOUNT FIREBOX CLOUD AND VIRTUAL
APPLIANCES APPLIANCES FIREWALLS

Network Security Insights

Brought to you by WatchGuard Threat Lab. WatchGuard's Threat Lab (previously the LiveSecurity Team) is a group of threat researchers
committed to discovering and studying the latest malware and Internet attacks. The Threat Lab team uses data from WatchGuard'’s Firebox Feed,
internal and partner threat intelligence, and a research honeynet, to provide analysis and practical security advice about the top threats on the

Internet.
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Features You Need, Nothing You Don't

Our security service packages allow you to quickly and easily find the right set of

features for your business needs today...and tomorrow.

SUPPORT

BASIC SECURITY

TOTAL SECURITY

Stateful Firewall
VPN
SD-WAN

Access Portal*

WebBlocker

spamBlocker

APT Blocker
ThreatSync
DNSWatch
IntelligentAV*

Intrusion Prevention Service (IPS)

Application Control

Gateway AntiVirus
Reputation Enabled Defense

Network Discovery

WatchGuard Cloud Visibility Data Retention

Support

Standard (24 x 7)
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1 Day

Standard (24 x 7)
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30 Days

Gold (24x 7)

*Total Security Suite required for Firebox V and Firebox Cloud.

Network Security

WatchGuard Network Security solutions
are designed from the ground up to be
easy to deploy, use, and manage - in
addition to providing the strongest
security possible. Our unique approach
to network security focuses on bringing
best-in-class, enterprise-grade security
to any organization, regardless of size or
technical expertise.

About WatchGuard

THE WATCHGUARD PORTFOLIO

WatchGuard AuthPoint® is the right
solution to address the password-
driven security gap with multi-factor
authentication on an easy-to-use

Cloud platform. WatchGuard's unique
approach adds the “mobile phone DNA”
as an identifying factor to ensure that
only the correct individual is granted
access to sensitive networks and Cloud
applications.

-

Secure Cloud Wi-Fi

WatchGuard’s Secure Wi-Fi Solution, a
true game-changer in today’s market, is
engineered to provide a safe, protected
airspace for Wi-Fi environments, while
eliminating administrative headaches
and greatly reducing costs. With
expansive engagement tools and
visibility into business analytics, it
delivers the competitive advantage
businesses need to succeed.

Endpoint Security

WatchGuard Endpoint Security is a
Cloud-native, advanced endpoint
security portfolio that protects
businesses of any kind from present and
future cyber attacks. Its flagship solution,
WatchGuard EDPR, powered by artificial
intelligence, immediately improves

the security posture of organizations.

It combines endpoint protection (EPP)
and detection and response (EDR)
capabilities with zero-trust application
and threat hunting services.

WatchGuard® Technologies, Inc. is a global leader in network security, endpoint security, secure Wi-Fi, multi-factor authentication, and network intelligence.

The company’s award-winning products and services are trusted around the world by more than18,000 security resellers and service providers to protect

more than 250,000 customers. WatchGuard's mission is to make enterprise-grade security accessible to companies of all types and sizes through simplicity,

making WatchGuard an ideal solution for midmarket businesses and distributed enterprises. The company is headquartered in Seattle, Washington, with offices

throughout North America, Europe, Asia Pacific, and Latin America. To learn more, visit WatchGuard.com.

U.S. SALES 1.800.734.9905 INTERNATIONAL SALES +1.206.613.0895 WEB www.watchguard.com

No express or implied warranties are provided for herein. All specifications are subject to change and expected future products, features or functionality will be provided on an if and when available basis. ©2021 WatchGuard Technologies, Inc. All rights reserved.
WatchGuard, the WatchGuard logo, and Firebox are registered trademarks of WatchGuard Technologies, Inc. in the United States and/or other countries. All other tradenames are the property of their respective owners. Part No. WGCE67458_110821

WatchGuard Technologies, Inc. | 4


http://www.watchguard.com
http://www.watchguard.com

