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Training Overview

The Why Every MSP Needs a Cybersecurity Culture training will empower MSP professionals to integrate
cybersecurity into their organizations. During four interactive one-hour sessions, participants will learn how to
define and infuse a culture of cybersecurity, articulate mission, vision, and values with a security focus, manage
and mitigate risks, and implement effective security practices through tabletop exercises.

After completing the training, attendees will be equipped to lead their teams in adopting and maintaining a robust
cybersecurity mindset.

The overarching goal of the training is to help MSP professionals understand the importance of having
cybersecurity fully integrated into everything they do as part of their organizational culture. Participants will learn
tips and tricks for establishing a cybersecurity culture.

This training is designed for:

e MSP owners, leaders, and managers of companies of all sizes
e Security team leaders
e Engineers and technicians

What You’ll Get Learning Objectives

e 4-hours of virtual, interactive content Partners attending this course will learn how to:
taught by an expert instructor with MSP o Define cybersecurity and cybersecurity culture
cybersecurity expertise e Develop mission, vision, and values that are

¢ Downloadable videos* of the content you cybersecurity focused
can watch on-demand at your e Use risk tolerance principles to manage and
convenience reduce risk at the MSP and with clients

e Downloadable slide decks, handouts, e Put the cybersecurity culture into action with
and resources tabletop exercises, improve processes, and

encourage champions

* Videos will either be recordings from your session or previously recorded material in which partner faces and voices have been
removed. It is recommended to attend courses live to receive the full benefits of interactive Q&A with the instructor and class.
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Training Topics

e Session 1: Introduction
o Defining Cybersecurity and a Cybersecurity Culture
o Current cybersecurity climate in the MSP industry
o How to be cybersecurity-minded

e Session 2: Infusing your Mission, Vision, and Values with Cybersecurity
o The importance of Mission, Vision, and Values at your company
o Anchoring security to your core values
o How leaders set the tone for adopting a security focus

e Session 3: Risk Tolerance
o Risk management — evaluating risks and reducing risk though a mindset shift
o Training your clients and practicing with your team

e Session 4: Cybersecurity Culture - in action!
o Introduction to tabletop exercises
o Review current processes and implement revisions as needed
o Team effort to enforce cybersecurity

Instructor

Chris Wicks
Manager of Academy Coaching

LinkedIn: www.linkedin.com/in/chris-wicks-90a2572/
Email: cwicks@pax8.com
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Additional Resources Next Steps

Coming soon! Explore your next steps with Pax8 Academy:

e On-Demand Learning
o Authoring Purpose, Vision, and
Mission Statements
o Security Resources Collection
e Instructor-Led Training
o Success through Mission and
Values
o Applying CIS Controls
o Navigating Risk Management
e Peer Groups
o Collaborate with a Security Peer
Group
e Coaching
o Transform your business with
Security Coaching

Register for this course through the

Instructor-Led Training Subscription

Already have a subscription? Learn more about the subscription
and get your team started today!

1-5 employees

6-25 employees

26-50 employees

51+ employees

Reqister for the next session!
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https://academy.pax8.com/learn/courses/4219/authoring-purpose-vision-and-mission-statements?hash=00a305bd5e337cb68adde31d004b38a641537ff2&generated_by=23021
https://academy.pax8.com/learn/dashboard/channel/445
https://www.pax8nebula.com/m/a7ad00fbf9f8932/original/Success-through-mission-and-values.pdf
https://www.pax8nebula.com/m/a7ad00fbf9f8932/original/Success-through-mission-and-values.pdf
https://www.pax8nebula.com/m/45c7fe92ce78caa/original/Applying-CIS-Controls-Syllabus.pdf
https://www.pax8nebula.com/m/1c60708b1b4f6dae/original/Navigating-Risk-Management.pdf
https://www.pax8nebula.com/m/4e25cec2fe6cb5a1/original/Academy-Security-Peer-Group-1-Pager.pdf
https://www.pax8nebula.com/m/4e25cec2fe6cb5a1/original/Academy-Security-Peer-Group-1-Pager.pdf
https://www.pax8nebula.com/m/5a3438ae0143f251/original/Pax8-Academy-Security-Coaching-1-pager.pdf
https://academy.pax8.com/learn/courses/6530/advanced-project-management
https://www.pax8.com/en-us/academy/academy-resources-1/#instructor
https://app.pax8.com/products/9bd99151-a37e-406d-915a-36afea92d955?q=
https://app.pax8.com/products/fc16b735-bb78-41da-8545-8b3c5739e1cd?q=
https://app.pax8.com/products/99e0da1f-426d-41a5-98b6-e15f6200e022?q=
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