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Google Workspace backup
and recovery

Back up all your Google Drive, Gmail, Contacts and Calendar data directly from Google’s

cloud, to Redstor’s, and manage it through our smart, intuitive app.

Google Workspace’s native backup offers some protection against data loss theats, but if an
account is deleted or data falls outside of the limited retention period, data is vulnerable to
numerous threats resulting from simple human error or malicious activity, threatening
productivity potentially making the organisation fall foul of numerous data protection

regulation.

Why third-party backup is essential for G

Google Vault, a storage service in Workspace,

exists for data retention and eDiscovery, but it

should not be confused with a backup or

recovery product.

Ensuring business continuity can be difficult Select the product you want to backup
and risky if IT staff rely on native protection

since this is not only limited, but also D o

time-consuming to manage. Classroom Conta
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For example, you have only 25 days to recover

files deleted from trash and just 20 days to

restore a deleted user’s account or the data is

lost forever.




Why Redstor’s Google Workspace Backup is smarter

With Redstor you get same-day protection, smarter management, Al-powered malware
detection and removal and data tagging for improved data risk management.

Deploy and scale protection
cost-effectively, with ease
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Back up direct from Google Workspace to Redstor’s cloud = = e

in minutes with full control. Scale protection instantly,

infinitely and securely without on-prem hardware for
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maximum cost savings. Provisioning comprehensive \J
Backup schedule
Daily backup

protection for Google Workspace couldn’t be easier.
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Achieve near-zero downtime

Recover using InstantData 4 Recover
Recover Full System Rename Redstor’s unique InstantData™ technology has businesses
Move to back up and running in minutes by delivering on-demand
Set storage limit recovery of any file in an instant, in the event of data loss.
Delete It's what makes Redstor the smart choice for

organisations needing fast recoveries as well as strong

security.

Ensure malware-free recoveries

Malware analysis View >

Neutralise suspicious files in Google Workspace before

they become attacks. Unlike our competitors, Redstor’s

automated Al-powered malware detection scans data at

point of backup and not at point of recovery, by which

time it can be too late. Our smart, machine-learning model -

isolates suspicious files for review, constantly improving its Machines

accuracy, based on shared community insights. This

provides enhanced protection against ‘zero-day’ threats

and leaves you free to make malware-free recoveries. ® 46 Critical 30 High 17 Medium
There is nothing to configure, install or upgrade and the

service comes at no extra cost.



Improve data risk management

Sensitive files View >

Al woven into Redstor’s app automatically identifies

whether backed up data should be classed as highly

100%

w0 . sensitive or sensitive, enabling management of the
concentration and exposure of sensitive data,

60%
facilitating protecting it more effectively - again, for no
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additional charge.
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As a cloud backup provider, Redstor stores all data in

an offline state which is fixed, unchangeable and
cannot be deleted. All backups are separate and

cannot impact each other, following best practice.

Adhere to compliance

Extend retention policies to comply with governance requirements and in line with best practices. For example,

keep data for the standard 60 days, seven years or even indefinitely.

Comply with data sovereignty

Redstor assists customers in complying with the necessary regulations by supporting region-based data

processing and storage.

Manage all data sources centrally

Smartly and efficiently manage the protection of all

Google Workspace apps alongside data in the broadest ’ ,
range of other environments, spanning traditional and

cloud-native infrastructure and an ever-widening array -
of SaasS platforms, through a single, intuitive, v E

multi-tenant app. No separate logins or interfaces. v

Enjoy recovery flexibility

Recover Google Workspace data to its original location
or to a new location, including the ability to for
single-item recovery. Recover data to a physical or
virtual machine using our unique InstantData™

technology.




What is protected with R
Google Drive - Safeguard files and the folders that contain them. Back up and recover My Drive, shared folders,
Google App Scripts, Docs, Sheets, Slides, Drawings, Forms and Jamboards. We are currently working on shared

drives.

Gmail - Protect emails and attachments. Backup of messages includes archived messages, spam, trash and

attachments.

Contacts - Protect contacts and their respective labels

Calendar - Protect calendars and events.

Classroom - Protect course settings, course material sets (including files), course students (including guardians
and student work folders), course teachers, course topics, course work (including files, assignments and student
submissions), course invitations (including teachers and students), course teacher folder (including files).

Data in Google Drive, Gmail, Contacts, Calendar and Google Classroom is automatically backed up in the

background every day, while you can perform additional backups as needed at any time. New users are

auvtomatically protected. Set-up is can be completed in under 60 seconds with a few clicks.

Rapid, flexible re

For Google Drive (and Google Classroom)

Recover back to the cloud, permanently onto a physical machine or temporarily on a virtual drive.

When you recover single items permanently, you can work on whatever files you need, while Redstor restores the
rest of the data in background. Alternatively, access backups temporarily on a virtual drive (no local disk space
required). Each selected account receives an email with a link to our InstantData™ agent. When you click on this
link, an easy-to-use interface will appear from which you can configure your recovery, including how long you

want access to the data to be available to other users.

For Gmail
Restore data into a new 'Redstor’ label which appears in your Gmail client. Within this label is a separate
sub-label, named with the date of the restore point. From here, you can move individual email items to where

they need to go, such as the original mailbox or a different location.

Granular recovery - Select individual emails, contacts, or calendar events from backup and restore instantly.
Point-in-time versions - restore historical versions of data so administrators and end users can see the data in
its exact context. Only your relevant IT staff will have the ability to download mailboxes. Google will not have

access to any of your organisation’s mailboxes.



For Contacts

Restore contacts (and groups/labels) as new contacts under the Google account.

For Calendar
Restore into a brand new calendar under the Google account. Users can copy events from the restored calendar

to another calendar.




