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GUIDE DESCRIPTION

The purpose of this guide is to discuss Windows Autopilot and show you how to deploy it across your
clients. Aswe move into the modern desktop environment, we want to take advantage of the new features
infroduced by Microsoft to enhance boththe end user and admin experience. Inthis article, we will be
discussing the following topics:

» Overview of Windows Autopilot

» Licensing Requirements
» Creating a Deployment Profile

» Enrolling Existing Devices
» Enrolling New Devices
 End User Experience

« Hybrid Deployments

**Disclaimer**

This guide is meant to provide best practices for Windows Autopilot. It is meant to be used as a
template, but the policies defined will not be the same in all use cases. You must assess the policies
and configurations you will need for your clients’ environments and make changes as hneeded. Pax8
is not liable for any policies you create that do not meet the client’s standards. As a best practice,
test all configurations with a pilot group before moving to broad deployment across an entire
organization.
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OVERVIEW

Traditional Windows deployment // The old way

OFFICE & APPS

DRIVERS @ POLICIES +

SETTINGS

($)

Build a custom image, Deploy image to a new Tivme means Money, malfipg
gathering everything else computer, overwriting what this an expensive proposition
that's necessary to deploy was originally on it

Traditionally, IT pros spend a lot of time building and customizing images that
will later be deployed to devices. In most deployments, you also need to
update driver information, install your RMM software, configure VPN settings,
join the device to a local domain, and install client-specific apps. This is a
cumbersome and time-consuming process, which is now being simplified
with Windows Autopilof.
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Modern Windows deployment // The new way

Un-box and turn on
off-the-shelf Windows PC
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for productive use

The image above is the ideal scenario for the IT pro and is made capable by compliments
of Windows Autopilot. When initially deploying new Windows devices, Windows Autopilot
leverages the OEM-optimized version of Windows 10 that is pre-installed on the device,
saving organizations the effort of having to maintain custom images and drivers for every
model of device being used. Instead of re-imaging the device, your existing Windows 10
installation can be transformed into a “business-ready” state, applying settings, applying
policies, installing apps, installing your RMM software, and even pushing VPN profiles. You
can also use Windows Autopilot reset to repurpose and recover the device.

Windows Autopilot overview

Device IDs
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Device sync
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WINDOWS AUTOPILOT ENABLES YOU TO:

« Automatically join devicesto Azure Active Directory (Azure AD) or Active
Directory (via Hybrid Azure AD Join)
» Auto-enroll devices into Intune

* Restrict the Administrator account creation

« Create and auto-assign devices to configuration groups based on a device's profile
» Customize OOBE content specific to the organization

« Push custom apps, policies, and configuration settings to the device

MSP SCENARIO

| am an MSP and | use ConnectWise for my RMM software. | have a stack of
services that | offer which encompasses Microsoft 365 Business for Productivity,
Webroot Anftivirus for Security, and custom apps that vary by client. Across my
client base, | average about 2-3% churn of employees per week. Most of my
clients have local Active Directory of which | am syncing to Office 365.

Utilizing Windows Autopilot, | can register new devices with the Autopilot
service when | contact my OEM provider, Dell. Dell ships the devices directly to
the client and gives me the list of hardware IDs that | can upload into Intune. |
have preconfigured Intune policies that make these devices compliant and |
have also added Labtech, Webroot, and my custom apyps to this portal and
assigned them to the appropriate users. | have also preconfigured the settings
for Hybrid Azure AD Join.

The user receives the device, turns it on, and is prompted to enterin their
credentials for Azure AD. Once they type in their username, they are met with
their company branding. They enter their password and the device boots up,
telling them their device is being configured. The device installs your RMM
software, Webroot Antivirus, and your custom applications. The device
immediately connects to the user’s OneDrive account so that corporate data
can be protected. The device is also joined to the local Active Directory,
getting any legacy GPOs that you want to apply. The user is up and running,
fully compliant in a matter of minutes.

This is an oversimplified scenario, but it shows the power of Windows Autopiloft!
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REQUIREMENTS
VERSIONS:

Windows Autopilot Scenarios

AVAILABLE in 1809 AVAILABLE in 1809 AVAILABLE in 1809 AVAILABLE in 1809

User-driven mode  Windows Autopilot Windows Autopilot Self-deploying Hybrid Azure AD Windows Autopilot
reset - local reset - remote mode join for existing devices
Windows 10 1703 Windows 10 1709 Windows 10 1809 Windows 10 1809 Windows 10 1809 Windows 10 1809
and above and above and above and above and above and above
Join device to Azure Execute a device reset  Execute a device reset  No need to provide Join device to AD, Windows 7 to
AD, enroll in via a local keystroke, via Intune and credentials, enroll in Intune/MDM  Windows 10
Intune/MDM maintaining Azure AD  maintain Azure AD automatically joins
join and MDM join and MDM Azure AD ConfigMgr task
enrollment enrollment sequence, followed
by Windows
Autopilot user-driven
mode

OS:

« The following editions are supported:

o Windows 10Pro
Windows 10 ProEducation
Windows 10 Pro for Workstations
Windows 10 Enterprise
Windows 10Education
Windows 10 Enterprise 2019 LTSC

O O O O O

LICENSING REQUIREMENTS

»  Microsoft 365 Businesssubscriptions
e Microsoft 365 F1subscriptions
e Microsoft 365 Academic A1, A3, or A5 subscriptions

« Microsoft 365 Enterprise E3 or ES subscriptions, which include all Windows 10,
Office 365, and EM+S features (Azure AD and Infune)
« Enterprise Mobility + Security E3 or E5 subscriptions, whichinclude allneeded
Azure AD and Infune features
« Intune forEducation subscriptions, whichinclude allneeded Azure AD and Infune features

« Azure Active Directory Premium P1 or P2 and Microsoft Intune subscriptions (or
an alternative MDM service).
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CURRENT OEM PROVIDERS AND
RESELLERS FOR AUTOPILOT

MANUFACTURERS:

acer rsus I « dynabook
ACER ASUS DELL DYNABOOK
Learn more > Learn more > Learn more > Learn more >
pre)

FUjITSU Getac np) Lenovo
Fujitsu Getac HP Lenovo
Learn more > Learn more > Learn more > Learn more >

= HM Microsoft
Panasonic BE Surface
Panasonic Surface
Learn more > Learn more >

RESELLERS:

SHI cbw

Learn more > Learn more >

For the most up-to-date list or more info on these providers, Click Here.
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https://www.microsoft.com/en-us/microsoft-365/windows/windows-autopilot

IMPLEMENTATION STEPS

Now we will go info the implementation steps for deploying Windows Autopilot. This
section will include prerequisite steps, such as licensing users and configuring company
branding. It also provides the deployment methods available, such as registering new
devices vs existing.

LICENSING USERS

1. Ensure allappropriate users are licensed. Login to Microsoft 365 admin center> Active users

2. Selectauser>click Licenses and Apps>Ensure a Required License is assigned

PAX8.COM
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SET THE MDM AUTHORITY AND CONFIGURE AUTO-ENROLLMENT

If you have not yet setup Intune in this tenant, you will need to make sure you set the
MDM Authority to Intune. New tenants with M365 licensing should have this on by
default but it is good to doublecheck.

1. Inthe 365 Admin Portal, signin as Global Admin and go to Azure Active
Directory under Admin centers:

Admin centers
Security

Compliance

Azure Active Directory
Exchange

Q
o
Bz Endpoint Management
&
a:
s 2

SharePoint
: |
2. Click Azure Active Directory>MDM Authority

« Dashboard > Contoso - Mobility (MDM and MAM)
(1] Dashboard ((3:_) Contoso - Mobility (MDM and MAM)

Azure Active Directory

i= All services
L [© search (Ctrl+/) | « - Addapplication | == Columns
» Azure Active Directory @ overview - Name
‘.. Uisers 4 Getting started \_E Microsoft Intune
28 Enterprise applications « Diagnose and solve problems “ Microsoft Intune Enrollment
Manage
& Users
& Groups
85 Organizational relationships

» Roles and administrators

Bo

Enterprise applications

Devices

B OO B

App registrations %

) |dentity Governance

(i3]

]

* Application proxy

Licenses

v Ee

Azure AD Connect
&=/ Custom domain names ’

@ Mobility (MDM and MAM)

Dacewinr A racat

3. Set Intune to the MDM Authority if it is not already. Next, we can define our scope of users
for automatic Enrollment. This can be scope to certain groups in the organization or it can be
set to all users. Any users you scope here will automatically enroll their device to

PAX8.COM



Intune when they join their account to Azure AD or if they receive a device as part of the
Autopilot service.

Dashboard > Contoso - Mobility (MDM and MAM) > Configure

Configure

Microsoft Intune

Save >< Discard @] Delete

MDM user scope (D C None Some <

MDM terms of use URL (D l https://portal.manage.microsoft.com/TermsofUse.aspx |

MDM discovery URL (D l https://enrollment.manage.microsoft.com/enrollmentserver;... |

MDM compliance URL (D l https://portal. nanage.microsoft.com/?portalAction=Complia... |

Restore default MDM URLs

MAM User scope (O ( None Some All )

MAM Terms of use URL (D ‘ |

MAM Discovery URL (D | https://wip.mam.manage.microsoft.com/Enroll |

MAM Compliance URL (O | I

Restore default MAM URLs
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CONFIGURE COMPANY BRANDING

Next, we will add the company’s logo.

1. Inthe 365 Admin Portal, go to Admin centers>Azure Active Directory

Admin centers

@, Security

Compliance

i

Endpoint Management

&

Azure Active Directory

s

Exchange

2. Click Azure Active Directory>Company branding>Configure

Home > Contoso - Company branding > Configure company branding

Contoso - Company branding

Azure Active Directory

‘ = s « B Configure

© Overview - STATUS: Not configured
W Gotiog lecied o Configure the text and graphics your users see when they sign in to Azure Active Directory.
Manage
pa Users
>
sma Groups

RE Organizational relationships

sa Roles and administrators

lﬂ Enterprise applications

B Devices

s App registrations

B! Application proxy

sa Licenses

4> Azure AD Connect

#=/ Custom domain names

2 Mobility (MDM and MAM)
Password reset

7l Company branding
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3. Here you can insert the company logo. PNG images are preferred and make sure its
no larger than 240x240px

Edit company branding

Azure Active Directory

Save >< Discard

Select a file |E

Banner logo
Image size: 280x60px

File size: 1T0KB

File type: Transparent PNG, JPG, or JPEG | Select a file | E
®

Username hint © l someone@example.com 7 I
Sign-in page text O vl

Advanced settings

Sign-in page background color (O l X

Square logo image

Image size: 240x240x (resizable) /\'pae /\'FEIIB
Max file size: 50KB K W \ By

PNG (preferred), JPG, or JPEG (D
Remove

I Select a file | E

Square logo image, dark theme

Image size: 240x240x (resizable) QXE e
Max file size: 50KB \ Kt \ g
PNG (preferred), JPG, or JPEG (D
Remove
’ Select a file | E
Show option to remain signed in O Yes
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4. This is what your end users will see when booting a device with the
Autopilot service

-
File Action Media Clipboard View Help

O T

m Hi Megan Bowen! Welcome to Pax8

Let's get started. Enter your password for MeganB@M365B336974.OnMicrosoft.com

Forgot password?

Status: Running

CONFIGURE AN AUTOPILOT PROFILE

Next, we will create an Autopilot profile that will define the out-of-the-box-
experience (OOBE) for the end user. *NOTE* | will be showingyou how to create
thisin Endpoint Manager butit canbe donein the 365 admin portal, Windows
Store For Business, orin Partner Center.

1. In 365 Admin Portal, go to Admin centers>Endpoint Management

Admin centers

Security

Compliance

Endpoint Management @

Azure Active Directory

B2 & B C Q

Exchange

B CharaPnint

3. Click Devices > Windows
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ﬁ Home

[Ed Dashboard

o . ‘,O Search (Ctrl+/) «

i= All services

K FAVORITES ® overview =

B Devices B Al devices

EEE Apps & Monitor Platform
‘ Endpoint security By platform

Reports (preview) B Windows

& Users ios tﬂj

&4 Groups macos

m Tenant administration @ Android

soft Endpoint Manager admin cent

& Home > Devices - Overview

@ Devices - Overview

Enrollment status

Enrollme

Intune enrolled devices

ﬂ Troubleshooting + support

Device enrollment

3. Choose Windows enrollment>Deployment Profiles

Home > Devices > Windows - Windows enroliment

Windows - Windows enrollment

L Search (Ctrl+/)

| «

q Windows devices

B Windows enrollment

Windows policies

B Compliance policies

Configuration profiles

B
B PowerShell scripts
@

Learn about the seven different ways a Windows 10 PC can be enrolled into Intune by users or admins.

/ General

@

0
o’

Security baselines (preview)

s : : &
== Windows 10 update rings AA

22 Windows 10 feature updates (P...

Automatic Enrollment

Configure Windows devices to enroll when they join or register with Azure Active Directory.

Windows Hello for Business

Replace passwords with strong two-factor authentication.

CNAME Validation

Test company domain CNAME registration for Windows enrollment.

Enrollment Status Page

Show app and profile installation statuses to users during device setup.

Windows Autopilot Deployment Program

iy
@

PAX8.COM

Deployment Profiles

Customize the Windows Autopilot provisioning experience.

Devices

Manage Windows Autopilot devices.

Intune Connector for Active Directory
Configure hybrid Azure AD joined devices

LAST UPDATED 12/31/1, 5:00:04 PM

Device:

Assign licenses to users and |
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4. Click Create profile

Microsoft Endpoint Manager admin center

« Home > Devices > Windows - Windows enrollment > Windows Autopilot deployment profiles

A Home Windows Autopilot deployment profiles
Windows enrollment

Ll Dashboard
+ Create profile

= All services
FAVORITES Windows Autopil%ment profiles lets you customize the out-of-box experience for your devices. é.;q@!:’lj
Ii Devices —
Name Ty  Description
B
m—kE Loading...

‘; Endpoint security
Reports (preview)
&h Users

&8 Groups

5. Add a Name and Description If you want all devices in the assigned

groups to automatically convert to Autopilot, set Convert all
targeted devices to Autopilotf to Yes.

Notes on this setting:

PAX8.COM

You would need to have the devices registered in the Autopilot
service or enrolled into Intune which | will be showing you in a later
section.

Allow 48 hours for the registration to be processed.

When the device is unenrolled and reset, Autopilot will enroll it. After a
device is registered in this way, disabling this option or removing the
profile assignment won't remove the device from the Autopilot
deployment service. You must instead remove the device directly.
(remove from Autopilot devices)

Home > Devices > Windows - Windows enrollment > Windows Autopilot deployment profiles > Create profile

Create profile

Windows PC

1 Basics 2 g 2
Name * Autopilot Profile Test e
Description This is my Autopilot Test WA

By default, this profile can only be applied to Autopilot devices synced from the Autopilot service. Learn more
Convert all targeted devices to Autopilot

®
-« - "

[N



6. Select Next.

Onthe Out-of-box experience (OOBE) page, forDeployment mode,
choose one of these two options:

e User-driven: Devices with this profile are associated with the user
enrolling the device. User credentials are required to enroll the
device.

« Self-deploying (preview): (requires Windows 10, version 1809 or later)
Devices with this profile aren't associated with the user enrolling the
device. User credentials aren't required to enroll the device. When a
device has no user associated with it, user-based compliance policies
don't apply to it. When using self-deploying mode, only compliance
policies targeting the device will be applied. (This is mostly just used for
Kiosk devices)

Home > Devices > Windows - Windows enrollment > Windows Autopilot deployment profiles > Create profile

Create profile
Windows PC

Vv Basics 2 Qut-of-box experience (OOBE) 3 4

Configure the out-of-box experience for your Autopilot devices

Deployment mode * (O ‘ User-Driven W

Join to Azure AD as * (D [ Azure AD joined v ‘
Microsoft Software License Terms (O ( Show

o Important information about hiding license terms

8. Next you chose to automatically join the device to Azure AD or choose
a Hybrid Join to the clients’ local AD. *NOTE* There are more steps to
perform if you chose Hybrid Join. Refer to the following section for
those instructions.

Home > Devices > Windows - Windows enroliment > Windows Autopilot deployment profiles > Create profile

Create profile
Windows PC

V/ Basics 2 Qut-of-box experience (OOBE) 3 4

Configure the out-of-box experience for your Autopilot devices

Deployment mode * O [ User-Driven ¥ l
Join to Azure AD as * (O ‘ Azure AD joined M ‘
Microsoft Software License Terms (O ( Show

0 Important information about hiding license terms
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9. Configure the followingoptions:

» Microsoft Software License Terms (EULA): (Windows 10, version 1709 orlater) Choose if you want
to show the EULA to users.

» Privacy settings: Choose if you want to show privacy settings to users.

» Hidechange accountoptions (requires Windows 10, version 1809 orlater): Choose Hide to
prevent change account options from displaying on the company sign-in and domain error
pages. This optionrequires company branding to be configured in Azure Active Directory.

» Useraccounttype: Choose the user'saccounttype (Administrator orStandard user). We allow
the userjoiningthe device tobe alocal Administratorby addingthemtothelocalAdmin
group. We don't enable the user as the default administrator on the device.

» Allow White Glove OOBE (requires Windows 10, version 1903 orlater; additional physical
requirements): Choose Yes to allow white glove support.

*NOTE** | consider White Glove very valuable to the MSP. This allows your technician to preconfigure the device
before handingitofftothe enduser.Thismeansyoucanallowthe appstofullyinstallandconfigure anyadditional

setftings before the usertouches the device. Once completed the user will still go through the OOBE, but they willbe
up andrunningimmediately without having to wait forany apps toinstall. Formore information, Click Here.

» Apply device name template (requires Windows 10, version 1809 orlater, and Azure AD join
type): Choose Yesto create atemplate to use when naming a device during enroliment.
Names must be 15 charactersorless, and can have letters, numbers, and hyphens. Names
can'tbe all numbers.Usethe %SERIAL% macrotoaddahardware-specific serialnumber.
Or,usethe %RAND:x% macro to add arandom string of numbers, where x equals the number
of digitsto add. You can only provide a pre-fix for hybrid devicesin a domain join profile.

» Language (Region)*:Choose thelanguage touse forthe device. Thisoptionisonly available if
you chose Self-deploying for Deployment mode.

- Avutomatically configurekeyboard*:IfaLanguage (Region)isselected, choose Yestoskipthe

keyboardselection page. This optionisonly availableifyou chose Self-deploying for
Deployment mode.

Microsoft Software License Terms (O ’\ Show )
o Important information about hiding license terms

Privacy settings © C Show [ tide )
0 The default value for diagnostic data collection has changed for devices running Windows 10, version 1903 and later. Learn more

Hide change account options (O ( Show
User account type O 9 Administrator C Swndad )
Allow White Glove OOBE (D c N Yes )
Language (Region) O ‘ Operating system default g4 ‘
Automatically configure keyboard (/ No Yes :)
Apply device name template © “ Yes D)

10. Click Next
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https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/white-glove

11. Now we can define our scope of users. You could set this to all devices or
define groups of users to apply this profile to. Most likely, you would assign to
different groupsofusersifyouwanted to apply different settings to
different people.

Create profile
Windows PC

v/ Basics v/ Out-of-box experience (OOBE) 3 Assignments 4

Included groups

Assign to I Selected groups N\

Selected groups
Selected groups
All devices D&

No groups selected

+ Select groups to include

Excluded groups

Selected groups

No groups selected

+ Select groups to exclude
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12. Review Your Changes and Click Create

Create profile
Windows PC

V/ Basics /' Out-of-box experience (OOBE) /' Assignments | (4 Review + create |

Summary

Basics

Name Autopilot Profile Test
Description This is my Autopilot Test

Convert all targeted devices to Autopilot No

Out-of-box experience (OOBE)

Deployment mode User-Driven

Join to Azure AD as Azure AD joined

Language (Region) Operating system default

Automatically configure keyboard Yes

Microsoft Software License Terms Hide

Privacy settings Hide

Hide change account options Hide R
User account type Standard

Allow White Glove OOBE Yes

Apply device name template No

Assignments

Included groups All devices

Previous Create
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ADDING EXISTING DEVICES TO AUTOPILOT

To add existing devices,we needtoharvestthe DevicelDfromthecomputerso
thatwe canuploada CSVintothe Autopilotservice. Ascripthasbeen createdto
pullthisinformation and exportitinthe correct format with Powershell. *NOTE* if you
have already enrolled devicesto Intune, you can simply create an Autopilot profile
andchose the “Convert AllDevices to Autopilot” on the first page of the wizard.
Youwouldnotneedtoperformthesesteps.These stepswouldbe performedfora
deviceyou donotwanttoenrollintoIntune yet (because you have no user to join
to Azure AD) but want toenroll to the Autopilotservice.

1. Onthe device, run Powershell as administrator and run the following:

md c:\HWID

Set-Location c:\HWID

Set-ExecutionPolicy -Scope Process -ExecutionPolicy Unrestricted -Force
Install-Script -Name Get-WindowsAutopilotinfo-Force

Senv:Path +=";C:\Program Files\WindowsPowerShell\Scripts"
Get-WindowsAutopilotinfo.ps1 -OutputFile AutopilotHWID.csv

2. This willexporta CSV tothe HWIDfolder withthe necessary information we
need foupload into the Endpoint Management Portal. First grab the CSV
from the Powershell export.

| & s | HWID
Home Share View
& v 4 > This PC » Windows (C:) > HWID v Ol |!
Name Date modified Type Size

s Quick access
B Desktop » @ AutopilotHWID 1/11/2020 4:40 PM Microsoft Excel Com... 1 KB
¥ Downloads b g
4 Documents b g
&=/ Pictures b g

& oo o
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3. Next, in Endpoint Manager, go to Devices>Windows
Devices>Windows>Enrollment>Devices

Microsoft Endpoint Manager admin center

« Home > Devices > Windows - Windows enrollment
A Home Windows - Windows enrollment
[ Dashboard )
= All services ‘ 2 SediicHvh ‘ « Learn about the seven different ways a Windows 10 PC can be enrolled into Intune by users or admins. Learn more
FAVORITES B Windows devices

General

B8 Devices & B Windows enroliment ===

Automatic Enrollment

HH . s
i Windows policies Configure Windows devices to enroll when they join or register with Azure Active Directory.
. Endpoint security P, Compliance policies

B fepests reviend B, Configuration profiles e o Windows Hello for Business

A.A Users B Powershell scripts A Replace passwords with strong two-factor authentication.

&8 Groups ® Security baselines (preview)

l Tenant administration 22 Windows 10 update rings 4 CNAME Validation

y Troubleshooting + support B2 Windows 10 feature updates (P... g Test company domain CNAME registration for Windows enroliment.

Enrollment Status Page

Show app and profile installation statuses to users during device setup.

Windows Autopilot Deployment Program

Deployment Profiles
=]

Customize the Windows Autopilot provisioning experience.

Devices
=
Manage Windows Autopilot devices. -

é‘% Intune Connector for Active Directory

Configure hybrid Azure AD joined devices

4. Import the CSV

Home > Devices > Windows - Windows enrollment > Windows Autopilot devices

Windows Autopilot devices

Windows enrollment

O Sync Y Filter @_lemport N Export R, Assign user O Refresh  [il] Delete

Last sync request :

»

Windows Autopilot lets you customize the out-of-box experience (OOBE) for your users.

I/O Search by serial number

Serial number Manufacturer Model

No Results

PAX8.COM pax8



5. Note the process can take up to 15 minutes but if you are only importing
one is usually a couple of minutes.

Home > Devices > Windows - Windows enrollment > Windows Autopilot devices

Windows Autopilot devices

Windows enrollment

O Sync Y Filter ’I_‘ Import L Export 9\+ Assign user O Refresh il Delete

o Import in progress. Elapsed time: 0 min. This process can take up to 15 min.

-~

Last sync request : Never

Windows Autopilot lets you customize the out-of-box experience (OOBE) for your users.

|/O Search by serial number

Serial number Manufacturer Model

No Results

6. You willget asuccess message when complete

- = & = CONTOSO
Home > Devices > Windows - Windows enrollment > Windows Autopilot devices x
) . . @ Devices imported 9:48 AM
w OV\:S AUtOPHOt devices 1 Windows Autopilot devices uploaded successfully.
v enroliment
O sync Y Filter T Import & Export . Assig () Refresh Til]
Last sync request : 1/11/20, 9:48 AM Last successful sync : 1/11/20, 9:48 AM

Windows Autopilot lets you customize the out-of-box experience (OOBE) for your users.

[0 search by serial number

Serial number Manufacturer Model Group Tag Profile status Purchase order

D 0000-0014-0641-8874-1754-1114... Microsoft Corporation Virtual Machine Assigned N/A

PAX8.COM



7. Fromhere, you can checkmark the device and assign it to a user:

Home > Devices > Windows - Windows enrollment > Windows Autopilot devices

Windows Autopilot devices

Windows enrollment

O Sync N’ Filter $ Import \_l/ Export }2+ Assi@; user O Refresh ]ﬁ[ Delete

Last sync request : 1/11/20, 9:48 AM

Windows Autopilot lets you customize the out-of-box experience (OOBE) for your users.

[ £ Search by serial number

Serial number Manufacturer Model
0000-0014-0641-8874-1754-1114... Microsoft Corporation Virtual Machine
Select user X
Select O
I meg v
8 AM

A Megan Bowen
- MeganB@M365B336974.0nMicrosoft.com

Profile

Assigne

Selected member:

@ Megan Bowen RetiGva
MeganB@M365B336974.0nMicrosoft....
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8. Here you can assign a user-friendly name which is what the end user would see
from the OOBE. (Ex. Hi Megan Bowen, were getting things ready for you.)
Additionally, youcandefineadevicenameorgrouptag.Youcanuse grouptags
inavariety ofdifferentways to stay organized, but a good example would be
giving a group tag by department.

0000-0014-0641-8874-1754-11....

Windows Autopilot devices

User{@]
MeganB@M365B336974.0nMicrosoft.com

User Friendly Name (O /

Megan Bowen ’

Serial number ()
0000-0014-0641-8874-1754-1114-70

Manufacturer (i)

Microsoft Corporation

Model ()
Virtual Machine

[
|

Group Tag

Device Name (i)

Profile status (i)

A<<cinned
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ADDING NEW DEVICES

New devices can be imported like we just showed in the existing devices section
and your OEM can supply you with the CSV file you need to upload at time of
purchase. Some OEM providers can even upload this for you. To review the list
of OEM providers again, click here.

PERFORMING AN AUTOPILOT RESET

Afteradeviceisenrolledinthe Autopilotservice, you can performan Autopilot
resettogetthe device backto abusiness-ready state afterauserleavesthe
organization. Windows Autopilot Resetremoves personalfiles, apps, andsettings
andreappliesadevice'soriginalsettings, maintainingitsidentity connection to
Azure AD and itsmanagement connection toIntune so that the device is once again
ready foruse.

1. GototheEndpointManageradmincenter>clickDevices>Windows>Windows
Devicesandclick on a device you want to perform a reset on

Microsoft Endpoint Manager admin center

« Home > Devices > Windows - Windows devices
A Home Windows - Windows devices

[ Dashboard o

|}3 Search (Ctrl+/) & () Refresh Y Filter == Columns Export ]
i= All services

% FAVORITES B Windows devices Filters applied: OS

B Devices = B Windows enrollment |/O Kearch by IMEI, Serial number, Email, UPN, Device name ol
EEE Apps Windows policies 0 Devices selected (100 max)

‘ Endpoint security L Compliance policies Device name Managed by Oowr
Reports (preview) . Configuration profiles 0 IR Ll cor
& Users B Powershell scripts (] M365intune MDM Pers
& Groups Security baselines (preview) E] M365Intune’ MDM Cory
& Tenant administration 22 Windows 10 update rings <

ﬁ Troubleshooting + support 2% Windows 10 feature updates (P...
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2. Click Autopilot Reset at the top of the page and consent to the message

Home Devices Windows - Windows devices > DESKTOP-0B308B0

DESKTOP-0B308B0

Search (Ctrl+ % X Retire ) Wipe [il] Delete Remote Ic ) Sync pa I (M Restart ) FreshStart (D Autopilot Reset @ Quickscan @ Full sca

© Overview Device name : DESKTOP-0B308B0 [ Primary User : Nick Ross
Management name : Nindows_1/9/2020 2:23 AM Enrolled by : Nick Ross

Manage
Ownership : Corporate Compliance : Compliant

Properties
s Serial number 1 2137-2214-0667-5139-0868-3705-32 Operating system : Windows
Monitor Phone number e Device model : Virtual Machine
& Hardware See more

:® Discovered apps

m X : Device actions status
L Device compliance

" . g : Action 5 Status Date/Time
& Device configuration

el (NPT

Autopilot Reset - DESKTOP-0B308B0

Windows Autopilot Reset quickly removes personal files, apps, and settings. It resets Windows 10 devices from the lock screen, and applies original management settings from
Azure Active Directory and Intune device management. This returns the device to a fully configured or known IT-approved state. (If an enroliment status page wasn't
configured for this device during initial device enrollment, the device will go straight to the desktop after sign-in. It might take up to eight hours to sync and appear compliant
in Intune.)

&
[ v IS

3. Fromhere,the device willresetandbeready forthe nextuseryouwantto assign
tothe device orauserwhologsinnext. (Youdonothavetoassignausertothe
device, butitdoesgive them that personalized message.)

File Action Media Clipbord View Help

Resetting this PC

Status: Running -~ B

PAX8.COM



END USER EXPERIENCE

The OOBE experience forthe end user isinline with the deployment profile the device is
assigned, whichwe didearlierinthisguide.Inmostcases, youwouldhave configuredthisas
light-touchas possible.

1. User boots up device and is shown the settings you configured in the deployment
profile

L

File Action Media Clipboard View Help

a @O unp o w

s this the right keyboard layout?

If you also use another keyboard layout, you can add that next.

i us

Canadian Multilingual Standard

English (India)

Irish

Scottish Gaelic

United Kingdom

United States-Dvorak

& 0

Status: Running
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2. Once there is a network chosen, the Autopilot profile loads up, shows your
company branding (if added), and asks the user to authenticate

[
file Action Media Clipboard View Help

;@ W@ P BO P
e

m Hi Megan Bowen! Welcome to Pax8

Let's get started. Enter your password for MeganB@M365B336974.OnMicrosoft.com

Forgot password?

a,

Status: Running

3. Onceauthenticated, the devicewillloadup and pushdown allofyour
settings, apps, and policies

Finish setup

Setting up your device for work

This could take a while and your device may need to reboot
Device preparation Show details
Complete

Device setup Show dc:k
Complete

Account setup Show details
Complete
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CONFIGURING MFA TO ENROLL A DEVICE AND AT OOBE

In somecases,youmay want toconfigure the user to be promptedto use
MFAwhenenrollingadevice orduringthe OOBE. Thisisasecurity concern.Ifa
useriscompromised andyou have alloftheir corporate data and applications
syncing, anyone with their credentials could get access to that data on anew
device.To configure MFA to enroll a device, perform the following steps:

1. Inthe 365 Admin Center, goto Admin Centers>Azure Active Directory>Azure
Active Directory>Devices>Device settings. From here you canenable

the setting
Azure Active Directory admin center
« Dashboard > > Devices - Device settings
[E Dashboard éé’; Devices - Device settings
zure Active Directory
= All services .
« Elsae X piscard | Q) Got feedback?

K FAVORITES Manage

b e A e Diect Users may join devices to Azure AD (O

ure Active Directory :

- B Alldevices m Selected None
& Users @ Device settings

ann . o o
B} Enterprise applications €33 Enterprise State Roaming
No member selected

€ Azure AD Privileged Identit...

Activity

E Auditlogs » . o )
Additional local administrators on Azure AD joined devices (O

Troubleshooting + Support Selected

X Troubleshoot

& New support request No member selected

Users may register their devices with Azure AD ©

o Learn more on how this setting works

Require Multi-Factor Auth to join devices (O %
Yes
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CONFIGURING HYBRID AZURE AD JOIN

Many MSPsstillhave their clients’ local AD environmentin place andin many cases, it
does not make sense to fully transition to the cloud. One great configuration to set
up tohelp you prepare to fully transitioninthe futureishybrid Azure AD Join.These
settingsallowyoutosyncupyourexistingdevices joinedtothelocaldomaininto
Azure AD.They also allow you to use Autopilot towrite these devicesto yourlocal
Active Directory. | propose the following as anideal way to start to get users devices
managed by Intune and leverage the Autopilot service:

« Configure Hybrid Azure Join and sync existing devices to Azure AD

« Harvest these devices Hardware IDs as defined earlierin this guide

» Uploadthe hardware IDs into the Autopilot Devices section

«  Whenyou order new computers, ask the OEM to upload the hardware IDs to Autopilot

Withthissolutionin place,youcanbegintomove away fromusing GPOsandfully
leveragethepower of Infune for device management. This allows you to slowly

enroll existing devicesinto Infune when you issue the computertoanewuserand
alsoautomaticallyregistersnew devicestolntune straightoutof the box. While you

dothis, the new device writesdowntothelocal ADtohave current GPOs applied.

This will make things much easier when it is time to transition off the local AD environment
fully in the future. Let’'s now get intfo this configuration.

Prerequisites for Hybrid Join:

e ADConnectisin place
« DCisServer2016 orlater
» Devices that write down from Autopilot have to be Windows 10 1809 or greater

Checklist that we’ll go through in this section:

« Delegate Active DirectoryRights

* Install the Infune Connector

« Configure the AD Connect Wizard
« Configure the GPO

» Create the Domain Join Profile

» Create the AutopilotProfile
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INCREASING THE COMPUTER ACCOUNT LIMIT IN THE OU

The Intune Connector foryour Active Directory creates autopilot-enrolled computers
inthe on-premises Active Directorydomain.The computerthathoststhelntune
Connectormusthavetherightstocreate the computer objects within the
domain.

Insome domains, computers are not granted the rights to create computers.
Additionally, domains have abuilt-inlimit (default of 10) that applies to allusersand
computersthat aren't delegatedrights to create computerobjects.Therefore,
therightsneedtobe delegatedtocomputersthathostthelntune Connectoron
the organizational unit where hybrid Azure AD-joined devices are created.

The organizational unit that's granted the rights to create computers must match:

» The organizational unit that's entered in the Domain Join profile
- Ifno profile isselected, the computer's domain name is used for your domain

*NOTE **You may want to create anew OU specifically for Hybrid Devices for security
reasons, GPOs, etfc.

1. Open Active Directory Users and Computers (DSA.msc).

2. Right-click the organizational unit that you'll use to create hybrid Azure AD-
joined computers, and then select Delegate Control.

O Active Directory Users and Computers
File Action View Help
o 2@ /0 XEB=2 HE| TR ETEYR

] Active Directory Users and Computers [D(| Name
~] Saved Queries

v #3 scemh.us There are no item
7 Builtin I}
» | Computers
v [&] CORP

2| Administrators
3| Autopilot Domain join
3 Exchange-T Delegate Control...
» @] GROUPS

- Move...
al SERVICE AC Find...
» 3] USERS -
» 2. Domain Contrc New >
~| ForeignSecurity All Tasks B
_| Managed Servit N
» @1 Microsoft Exch: View >
7 Users
Cut
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3. Inthe Delegation of Control wizard, select Next > Add > Object Types.

4. Inthe ObjectTypes pane, select the Computers check box, and then select OK.

Object Types X

Select the types of objects you want to find.
Object types:

% &B Builtin security principals

%] - Computers |

%qups
M E; Users

[k ]| Cance

Inthe Select Users, Computers, or Groups pane, inthe Enterthe object namesto select
box, enter the name of the computer where the Connectorisinstalled.

Select Users, Computers, or Groups X [I

Select this object type:

|Llsers. Computers, Groups, or Buittin securty principals | Object Types...

From this location:

|tminu5365.cum | Locations. ..

Enter the object names to select (zamples):

kMame of your server: Check Names
Advanced... QK Cancel
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6. Select Check Names to validate your entry, select OK, and then select Next.

7. Select Create a custom task to delegate > Next.
8. Select theOnly thefollowingobjectsinthefoldercheck box,andthenselectie

Computer objects, Create selected objectsin thisfolder, and Delete selected
objectsin thisfolder check boxes.

Delegation of Control Wizard X
Active Directory Object Type ;
Indicate the scope of the task you want to delegate. b \
Delegate control of:

(O This folder, existing objects in this folder, and creation of new objects in this folder
(® Only the following objects in the folder:

[C] bootableDevice objects A
[ cetificationAuthority objects
[] Computer objects

[[] Connection objects

[ Contact objects

[[] dnsZoneScope objects

Create selected objects in this folder

o o] [ ol | [ e
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9. Select Next.

10. UnderPermissions, select the Full Control check box. This action selects all the other

options.

Delegation of Control Wizard

Permissions
Select the pemissions you want to delegate.

Show these pemissions:
M General

{] Property-specific
[] Creation/deletion of specffic child objects

Pemissions:

[ Full Control

M Read

[ wiite

[] Create All Child Objects
[“] Delete All Child Objects
[] Read All Propetties

<Back [ Next>

11. Select Next, and then select Finish.
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INSTALL THE INTUNE CONNECTOR

The server that willhave the Intune connector must be running Windows Server
2016, have internet access, and can talk to the Active Directory.

1. On the server you want fo install the connector, go to the 365 Admin
Center>Admin Centers>Endpoint Manager>Devices>Windows>Windows
Enrollment>Intune Connector for Active Directory

Microsoft Endpoint Manager admin center

ﬁ Home

[Ed Dashboard
i= All services
H  FAVORITES
q Devices

£5 Apps

-~

‘ Endpoint security
Reports (preview)

.'. Users

& Groups

E; Tenant administration

/2 Troubleshooting + support

PAX8.COM

Home > Devices > Windows - Windows enrollment

Windows - Windows enrollment

[ search (ctrl+/)

q Windows devices

[ Windows enroliment /

Windows policies

[ 2 Compliance policies

B Configuration profiles

B PowerShell scripts

® Security baselines (preview)

22 Windows 10 update rings

&= Windows 10 feature updates (P...

«

Learn about the seven different ways a Windows 10 PC can be enrolled into Intune by users or admins. :L:e

General

-
v

Automatic Enrollment

Configure Windows devices to enroll when they join or register with Azure Active Directory.

Windows Hello for Business

Replace passwords with strong two-factor authentication.

CNAME Validation

Test company domain CNAME registration for Windows enrollment.

Enrollment Status Page

Show app and profile installation statuses to users during device setup.

Windows Autopilot Deployment Program

y
G

Deployment Profiles

Customize the Windows Autopilot provisioning experience.

Devices

Manage Windows Autopilot devices.

Intune Connector for Active Directory /
I

Configure hybrid Azure AD joined deviced. |



2. Here click+Add. You can ignore step one since that's what we are configuring
this guide. Click the install package in step 2.

Home > Devices > Windows - Windows enrollment > Intune Connector for Active Directory Add connector
" ” une connector for Active Directory (Preview;
Intune Connector for Active Directory
Windows enrollment
Configuring the Intune connector for Active
+ Add () Refresh Y Filter onfiguring
Directory
Connector name Status Latest sync time

1. Configure your account and server to connect to the on-
premises Intune connector for Active Directory
Learn more

2. Download and install the on-premises Intune Connector for
Active Directory
Download the on-premises Intune Connector for Active
Directory

3. Agree to the T&C and install. After successful installation, click Configure Now.

#

@ Intune Connector for Active
Directory

Installation Successfully Completed

Configure Now Close
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4. Sign-In with Global Admin Creds:

Intune connector for Active Directory

Enroliment Sign In

Enroll the Intune connector for Active Directory by signing in with a licensed user account that has the
Global Administrator or Intune Service Administrator role assigned to it

Sign In

Note: The Intune connector for Active Directory automatically downloads and installs updates. The user that
signs in must have an Intune license installed

5. Youwillget asuccess message and you canrefresh the Endpoint Manager
Portalto see the successful connection.

The Intune connector for Active Directory successfully enrolled.
oK

Home > Devices > Windows - Windows enrollment > Intune Connector for Active Directory

Intune Connector for Active Directory

Windows enrollment

+ Add O Refresh  Filter
Connector name Status Latest sync time Version
IntuneDC @ Active 1/12/20, 10:35 AM 6.1810.101.7
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CONFIGURE THE AD CONNECT WIZARD

Next, we need to customize our settings for the AD Connect Wizard.

1. Runthe Azure AD Connect service first.

562 Group
[« Groug

Most used

I

Advanced... QK Cancel

Windows Server

Snipping Tool

=]
Internet Explorer L >_

Windows Windows

Azure AD Connect Server Manager  PowerShell PowerShell I

Synchronization Service

Paint

Windows
Notepad Administrativ... Task Manager Control Pane

2. Here we will select the Configure device options section and click Next.

& Microsoft Azure Active Directory Connect

Additional tasks

The required tasks for the scenario have been completed. Choose from the list below to perform additional
tasks.

Privacy settings

View current configuration

Customize synchronization options
I Configure device options 0

Refresh directory schema

Configure staging mode

Change user sign-in

Manage federation @

Troubleshoot

SESESESESESESESESESESESESIED
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3. Click Next as we will be configuring Hybrid Join

rosoft Azure Active Directory Connect X

Overview

Tasks

With device management in Azure AD, you can ensure that users are accessing your resources from devices
Connect to Azure AD that meet your standards for security and compliance. Learn more
Device options Hybrid Azure AD join enables devices in your Active Directory forest to register with Azure AD for access

management. Computers in your organization will automatically discover Azure AD using a service
connection point (SCP) object that is created in your Active Directory forest. Learn more

Device writeback is a prerequisite for enabling on-premises conditional access using AD FS and Windows

Hello for Business. Device writeback synchronizes all devices registered in Azure AD back to on-premises. The
devices are synchronized to a device container that is created in your Active Directory forest. Learn more

69) or higher.

I Device writeback requires the Active Directory schema version to be Windows Server 2012 R2 (level

Previous

4. Enter your global admin creds:

e Active Directory Connect -

' Connect to Azure AD

| Tasks
Overview Enter your Azure AD global administrator credentials for tminus365com.onmicrosoft.com - AAD. (2]

Connect to Azure AD USERNAME
r

Device options

PASSWORD

Previous
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5. Leave the default option of Configure Hybrid AzureAD Join.

Device options

& Microsoft Azure Active Directory Connect

Tasks
Overview

Connect to Azure AD

Hybrid Azure AD join
Device systems
SCP

Configure

Device options

Select the device option to configure.
® Configure Hybrid Azure AD join

N O Configure device writeback

Disable device writeback

6. Select Windows 10 or later domain-joined devices.

& Microsoft Azure Active Directory Connect

Tasks

m

Connect

Device o

SCP

Overview

Hybrid Azure AD join

| Device systems

Configure

to Azure AD

ptions

Device operating systems

Select the operating systems used by devices in your Active Directory environment.

Windows 10 or later domain-joined devices. 0

[C] Supported Windows downlevel domain-joined devices. o

PAX8.COM
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7. Click Add and enter your enterprise admin creds:

& Microsoft Azure Active Directory Connect - X

SCP configuration

Tasks
Overview The service connection point (SCP) is used by your devices to discover your Azure AD tenant information. If
Connect to Azure AD your devices are in different forests, each forest needs an SCP. Azure AD Connect can configure the SCP for

. ; you and also provide a script for you to configure the SCP.
Device options

Hybrid Azure AD join Select the forests where you want Azure AD Connect to configure the SCP. @
Devi t
GYILE SYSIEMS Forest 0 Authentication Service o Enterprise Admin o
etk .com Azure Active Directory ¥ Add
Configure

7

Optionally, if you don't have Enterprise Admin credentials for a forest, download this PowerShell script to
configure the SCP offline. o |\>
R

Download ConfigureSCP.ps1

Azure AD Connect detected that a forest has an existing SCP. You may change this setting or
continue on without changing it.

8. When complete, click Configure.

& Microsoft Azure Active Directory Connect -

Ready to configure

Tasks
Overview Once you click Configure, we will do the following:
Connect to Azure AD e Configure the SCP for device registration in 5.com

Device options
Hybrid Azure AD join
Device systems

Scp
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9. Ifyouhave notyet added your OUs with your computers, re-run the AD

Connect Service and run through the Customize synchronization options

sectiontoaddthe necessary OUs.

B8 & Microsoft Azure Active Directory Connect

g5 |

Additional tasks

The required tasks for the scenario have been completed. Choose from the list below to perform additional

tasks.
Privacy settings

View current configuration

. . o
Customize synchronization options J\

Configure device options @
Refresh directory schema
Configure staging mede
Change user sign-in

Manage federation )

Troubleshoot

CONFIGURE THE GPO

Next,wewillneedtoenable aGPOonthe devicesthatallowsthemtobejoinedto
Azure AD.Youcould configure thissetting fromanexisting GPO orcreate anew
onetoscopetothecertaincomputersyou want to target.

1. Inthe Group Policy, goto Computer Configuration>Policies>Admin

Templates>Windows Components>Device Registration.

-/ Group Policy Management Editor
File Action View Help

Lo ARl REN 7 Hocl I 4

(=] MDM [INTUNEDC.TMINUS365.COM] Policy
v % Computer Configuration
v || Policies
~| Software Settings
| Windows Settings
viE i plates: Policy

_| Control Panel
| Network
Printers
| Server
7| Start Menu and Taskbar
| System
v [] Windows Components
_ ActiveX Installer Service
| Add features to Windows 10
*| App Package Deployment
] App Privacy
| App runtime
| Application Compatibility
| AutoPlay Policies
| Biometrics
"| BitLocker Drive Encryption
| Camera
| Cloud Content
| Connect
7| Credential User Interface
| Data Collection and Preview Builds
| Desktop Gadgets
| Desktop Window Manager
| Device and Driver Compatibility
_| Device Registration

NSt il
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__ Device Registration

Select an item to view its description. ~ Setting

|£2] Register domain joined computers as devices

State
Net configured

Comment
No



2. Click on the setting>click Enabled>click Apply. From here you can run a gp
updated on a certain device if you want this to apply as quickly as possible.

Device Registration
Register domain joined computers  Setting State Comment
|| as devices {8 Register domain joined computers as devices Not configured No
Edit policy settin
2 & Register domain joined computers as devices m] X

Requirements:
At least Windows Server 2012 R} E Register domain joined computers as devices
Windows 8.1

Description: O Not Configured Comment:

This setting lets you configure | /
domain joined computers becq (@) Enabled

registered as devices.

O Disabled

When you enable this setting, Supported on: [ At east Windows Server 2012 R2 or Windows &.1
domain joined computers
automatically and silently get
registered as devices with Azur¢
Active Directory. Options: Help:
Note: Additional requirements
apply on certain Windows SKU¢ lh\s setting IetS):u fznf:gure how domain joined computers
to Azure Active Directory Devic ecome registered as devices.
Registration Overview.

9 When you enable this setting, domain joined computers
http://go.microsoft.com/fwlinf iutcmahca]ly and silently get registered as devices with Azure
Linkld=307136 Active Directory.

Note: Additional requirements may apply on certain Windows
SKUs. Refer to Azure Active Directory Device Registration
Overview.

http://go.microsoft.com/fwlink/?Linkld=307136

Cancel Apply

3. After these settings have been applied and AD Connect synced, you can go to one
of the computers in your OU and run a command prompt to see if it's been joined to
Azure AD. The command prompt line is dsregcmd /status. Here you will get a Device
State section that will show you if the device is joined to Azure AD:

icrosoft Windows [Version 10.0.17763.864]
(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\nross. Bsregemd /status

| Device State

AzureAdJoined

EnterpriseJoined

DomainJoined
DomainName :

| Device Details

DeviceId : 3467427b-1bf2-4fd6-92b9-28410539%¢efec
Thumbprint : 202910D8FB4BO7FEAEF8FOB28244C39FF91B2226
DeviceCertificateValidity : [ 2020-01-12 15:47:25.000 UTC -- 2030-01-12 16:17:25.9
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4. Additionally,in Azure AD,you cangotothe Devicestab andlook atthe JoinType
column to see this hybrid designation. Go to the 365 Admin Center>Admin Centers>
Azure Active Directory>Azure Active Directory>Devices.

Azure Active Directory admin center

« Dashboard > T

(£ Dashboard

> Devices - All devices

Devices - All devices

- Azure Active Directory

= All services
*  FAVORITES

» Azure Active Directory

O Refresh == Columns

/' Enable sable [ii] Delete £33 Manage

«

o
&b Users €33 Device settings
i Enterprise applications

@ Azure AD Privileged Identit...
Activity

W Audit logs
Troubleshooting + Support
X Troubleshoot

I‘l New support request

£33 Enterprise State Roaming

Manage
’—A‘ o Learn more about activity timestamp and how to use it to manage stale devices in Azure Active Directory >
l All devices

Enabled Date Range

[ v [an v

[ Search by name or device ID

Name Enabled 0s Version Join Type Owner

D M365Intunel @ Yes Windows 10.0.18362.... Azure AD joined Nick Ross
D M365Intune @ Yes Windows 10.0.18363.... Azure AD registered Nick Ross
‘:’ 0000-0003-6379-7... @ No Unknown Unknown Azure AD joined None
D DESKTOP-DLKFKNC @ Yes Windows 10.0.17763.0 Azure AD registered Nick Ross
|:’ 85VVKJ2 @ Yes Unknown Unknown Azure AD joined None
D M365Biz Q Yes Windows 1...  10.0 (17763) Hybrid Azure AD j... Nick Ross
I:’ DESKTOP-0B308B0 @ Yes Windows 10.0.18368%." Azure AD joined Nick Ross
D WinAutopilot @ Yes ‘Windows 10.0.17763.0 Hybrid Azure AD ... N/A
D M365Intune @ Yes Windows / Hybrid Azure AD ... Nick Ross
D iPhone @ Yes oS 124 Azure AD registered Nick Ross

CREATE THE DOMAIN JOIN PROFILE

Now that we have things set up locally, we need to create the necessary settingsin
Endpoint Manager so that we can push a device down to the local AD if we

enrollit brand new via Autopilot.

1. Inthe Endpoint Manager admin center, go to Devices>Windows
10>Configuration Profiles>Create Profile.

Microsoft Endpoint Manager admin center

« Home > Devices > Windows - Configuration profiles

ﬂ' Home

L] Dashboard

W} Windows - Configuration profiles

= All services l,O
Y FAVORITES L]
q Devices / L]
£EE Apps

.; Endpoint security B
Reports (preview) l
‘.. Users 4
&4 Groups ®
u; Tenant administration ==

ﬂ Troubleshooting + support

Search (Ctrl+/) l & —+ Create profile == Columns '
Windows devices I/o |Sea by name
Profilellame

Windows enrollment

Enable Encryption

Windows policies

GPO
Compliance policies

~

OneDrive Sync
Configuration profiles

PowerShell scripts
Security baselines (preview)
Windows 10 update rings

Windows 10 feature updates (P...

2. Name your profile, select Windows 10 from the dropdown under
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Platform, and
select a profile type of Domain Join. Select Settings, and then provide a Computer name
prefix, Domain name, and (optional) Organizational unit in DN format.

Home > Devices > Windows - Configuration profiles > Create profile > Domain Join

Create profile X Domain Join o X
Windows 10 and later
*Name
* Computer name prefix()! Not confi d
| Autopilot Hybrid Join \/l P prefhes:! \ o1 configure ‘
e * Domain name , Not configured ‘
Description
Enter a description... “ Organizational unit ’ Not configured ‘
Platform *
| Windows 10 and later v ‘

Profile type *

| Domain Join (preview) \ ]
Settings S
Configure
Scope (Tags) S

0 scope(s) selected

Applicability Rules S
0 Rule(s) Configured

3. Afterthe profile is created, be sure to assignit to atleast one group. Think
this out forthe organization.Youwouldneedtocreate agroupfor
Autopilotdevicesthatyoubringonfrom your OEM provider or that you
harvest from existing computer’s hardware IDs.

Home > Devices > Windows - Configuration profiles > Autopilot Hybrid Join

Autopilot Hybrid Join

Device configuration profile

|}3 Search (Ctrl+/) | « [i] Delete
. Assign profile to at least one group. Click assignments.
© overview gnp group 9
Profile type : Domain Join (preview) [
Manage
Platform supported : Windows 10 and later
I' Properties

Groups excluded: : 0

Pp\ Assignments

Monitor

Profile assignment status — Windows 10 and later devices
& Device status

& User status Succeeded

0
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CONFIGURE THE AUTOPILOT PROFILE

Last step here is configuring the Autopilot profile forHybridJJoin Devices so
thatwhenyou getanew device, it goes through Hybrid deployment instead
of only joining fo Azure AD.

1.

Inthe Endpoint ManagerPortal, goto Devices>Windows>Windows

Enrollment>Deployment Profiles>Create Profile.

Microsoft Endpoint Manager admin center

ﬁ‘ Home

(I Dashboard
= All services
FAVORITES
B8 pevices
B52 Apps

@, Endpoint security

Reports (preview)

/

« Home > Devices > Windows - Windows enrollment "

Windows - Windows enrollment
| £ search (Ctrl+/) «
B Windows devices /

Learn about the seven different ways a Windows 10 PC can be enrolled into Intune by users or admins. Learn more

General
B windows enrollment

Automatic Enrollment

Windows policies
Configure Windows devices to enroll when they join or register with Azure Active Directory.

I, Compliance policies
Configuration profiles e o Windows Hello for Business

B
B
B PowerShell scripts
e

& Users -’ Replace passwords with strong two-factor authentication.

&2 Groups Security baselines (preview)

[ Tenant administration 88 Windows 10 update rings = CNAME Validation

2 Troubleshooting + support T ey Test company domain CNAME registration for Windows enroliment.

Enroliment Status Page

Show app and profile installation statuses to users during device setup.

Windows Autopilot Deployment PW

Deployment Profiles

Customize the Windows Autopilot provisioning experience.

3

2. Besure toselect Convert all targeted devices to Autopilot.

PAX8.COM

Home > Devices > Windows - Windows enrollment > Windows Autopilot deployment profiles > Create profile

Create profile

Windows PC

1 Basics 2 3 &
Name * Hybrid Autopilot v
Description

By default, this profile can only be applied to Autopilot devices synced from the Autopilot service. Learn more
Convert all targeted devices to Autopilot

®
No Yes /

o After conversion, Autopilot devices can only be reverted by deleting them from the Autopilot devices list.
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3. During the setup, select Hybrid Azure AD joined under the Join fo Azure AD as
section and User-Driven for Deployment mode. All other fields can
be personal preference.Forthe assignment,lwouldapply the profile
tothesame groupyouapplythe Domain Join configuration profile
we createdin the previous section.

Home > Devices > Windows - Windows enrollment > Windows Autopilot deployment profiles > Create profile

Create profile
Windows PC

V Basics 2 Qut-of-box experience (OOBE) 3 4

Configure the out-of-box experience for your Autopilot devices

Deployment mode * © [ User-Driven v ]
—

Join to Azure AD as * © | Hybrid Azure AD joined 4 |
Microsoft Software License Terms (O ( Show )
0 Important information about hiding license terms

Privacy settings O C Show G
0 The default value for diagnostic data collection has changed for devices running Windows 10, version 1903 and later. Learn more

Hide change account options (O ( Show

All settings are now configured appropriately. You can now create a schedule to
harvest the computer hardware IDs of the computers existing in the organization and
upload into the Autopilot services as | outlined earlier in the guide. When you have
employee churn, you can perform an Autopilot reset on those devices and they will be
joined to Intune when the next employee completes the OOBE. For new devices you
purchase for the organization, you can work with the OEM provider to upload the
hardware IDs into Autopilot for you. With the profiles we created they will hybrid join to
both Azure AD and the client’s local AD. This is a better approach to adopting Intfune,
in my opinion, while you still have a local environment.
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CONCLUSION

Ihopethisarticle providedyousometargetedguidance onWindows Autopilot
withMicrosoftintune.l hope to getsome feedbacktoimprove thisguide further.
Anyfeedbackcanbesenttothe following email:

feedback@pax8.com

For all other questions or additional assistance, please reach out to your CSA or our support
team:

Support (Existing Partners Only)

» Support: 1-855-884-7298 Ext.3
» Email: support@pax8.com
 Hours:24/7
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