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Microsoft 365 backup

and recovery

The most complete Microsoft 365 backup solution
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Smarter protection for One
Clas

Recover malware-free and mitigate the risk of ransomware, user mistakes, malicious behavior and

sync or configuration errors, all of which threaten productivity and business continuity.

Overview

Why third-party backup is
essential for Microsof

For a start, Microsoft strongly advises it. Section 6 of their

Services Agreement states: “We recommend you regularly

Data protected

back up your content and data . .. using third-party apps

and services.”
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This is because Microsoft’s built-in file versioning and
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retention policies do not amount to the backup you need.

Number of accounts protected

A simple recovery can be a massive problem if data has
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fallen out of the retention period and Microsoft (office) 365
has deleted it forever. Also, organizations put productivity at Qe Mailboxes
risk by being dependent on how fast Microsoft 365 can Sites

recover data.
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Why Redstor’'s M365 protection is smarter

With Redstor you get security, speed and Al-powered extras as standard.

Easy and cost-effective to deploy

Redstor’s cloud native all-in-one platform requires no hardware, no management of external data sources,
no calculations of egress charges, no navigating of complex feature and pricing tradeoffs. One platform,

with everything you need to protect your most valuable data, with zero management costs.

f"' Recover entire tenants in just seconds

%’o— , o . Crush the Recovery Time Objective to seconds, with Redstor’s
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InstantData™ technology, even with terabytes of data.
Overwrite I Reesver InstantData™ makes downtime a thing of the past, enabling

N fold you to get your entire organization up and running in seconds.
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Recover using InstantData

Ensure malware-free recoveries
05 Nov 2020 08:30

01 Feb 202113:24

Outsmart cyber-criminals by neutralizing suspicious

files before they become attacks. Unlike many other
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at point of backup and not at point of recovery, by Mark as safe
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which time it can be too late. Our proprietary, smart,
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shared community insights. This provides enhanced
protection against ‘zero-day’ threats and leaves you
free to recover malware-free. There is nothing to
configure, install or upgrade and the feature is

included by default, at no extra cost.

Dramatically simplify compliance

Simplify HIPAA, GDPR, and other compliance headaches with Redstor’s Al powered data tagging. Manage
your exposure & concentration of sensitive files in your estate, with automatic identification of sensitive
files containing personally identifiable information. Extend retention policies to comply with governance
requirements and in line with best practices. For example, keep data for the standard 60 days, seven years

or even indefinitely.



Immutable as standard

As a cloud backup provider, Redstor stores all data in an
offline state which is fixed, unchangeable and cannot be
deleted. All backups are separate and cannot impact each
other, following best practice recommendations from the UK’s

National Cyber Security Centre.

Data sovereignty

Redstor assists customers in complying with the necessary

, regulations by supporting region-based data processing and storage.

Manage all data sources centrally -

Smartly and efficiently manage the protection of all
Microsoft 365 apps and other Redstor products

through a single, intuitive, multi-tenant app. No

-~
separate log-ins or interfaces. &“

Recovery flexibility

Recover M365 data to its original location, to a new
location or recover using single-item recovery. You
can also recover data to a physical or virtual machine

using our unique InstantData™ technology.

What’s protectec

OneDrive - Safeguard files and folders.
SharePoint - Secure site collections, team sites and communication sites.
Exchange - Protect emails and attachments. calendar events and contacts.

Teams - Back up and restore teams, channels, posts, files and tabs.

OneNote - Protect your notebooks in whatever M365 app they were created in, including Class & Staff Notebooks.

Data in Exchange, OneDrive, SharePoint, OneNote and Teams is automatically backed up every day scanned for
potentially business killing malware, and compromising sensitive files, while you can perform unlimited ad-hoc

backups.

Never worry about new starters, sites or teams again - with Redstor’s Active Directory groups integration,

new users, and new data are automatically protected & scanned as soon as they are created.




Set-up is quick and e

1. Log into Redstor’s cloud portal

2. Select accounts or sites that need protecting quickly and easily

3. Start backing up immediately

4. Schedule subsequent incremental backups to occur daily or on specific day

5. Monitor backup progress from cloud portal anywhere on any device

6. Be confident your data is safe, protected and ready to be recovered at a moment’s notice when
you need it

For OneDrive and SharePoint
Select the specific file or folder and whether you want to recover back to the cloud or onto a physical
machine. Both have single-item recovery options. Simply select the relevant accounts and where you want

to recover to - the original location or a new folder or new site.

PHYSICAL RECOVERY CAN BE:
Permanent - Work on whatever files you need, while Redstor restores the rest of the data in background to
either an existing or new OneDrive

Temporary - Access backups temporarily on a virtual drive (no local disk space required

For Exchange
Select a mailbox, then choose whether to restore messages and attachments, calendar events, contacts or

the whole mailbox.

Granular recovery - Select individual emails, contacts, or calendar events from backup and restore
instantly.
Point-in-time versions - restore historical versions of data so administrators and end users can see the data

in its exact context

For Teams
Recover a team's data to its originating team or a new one. There is also the option to recover to a physical

machine, using InstantData™, Redstor’s proprietary technology.

For OneNote
Redstor protects OneNote notebooks in whatever M365 app they were created in. Restores back to
OneDrive, SharePoint sites or Teams are conducted in the same way as other files restored to those

locations.

For Class Notebook and Staff Notebook
Class and Staff notebooks have additional settings to OneNote notebooks and require extra backup and
recovery permissions, but they are protected and restored to Teams and OneDrive in the same way as other

files in those M365 apps.



