
Simple, faster and smarter
backup and recovery for Azure VMs

"We strive to keep the Services up and running; 

however, they are not offered with a 

guaranteed level of quality of service and all 

online services suffer occasional disruptions 

and outages. In the event of an outage or 

disruption to the Service, you may temporarily 

not be able to retrieve Your Content. We 

recommend that you regularly backup Your 

Content and Data that you store on the 

Services or store using Third-Party Apps and 

Services."

 

Protect your Azure VMs outside of the Microsoft Cloud and avoid having both your live data 
and backup data with a single provider, even one of Microsoft’s size and capability. 

Workloads in Azure require the same protections as those hosted on premises and Microsoft 
makes it very clear in the Terms and Conditions of your Service Agreement that responsibility 

for protecting the data on your Azure VMs remains with you, the customer.

Using a third party for backup and recovery to maintain availability in the event of a 
Microsoft outage is vital to ensure business continuity and conforms with Microsoft’s own 

guidance.
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Overview

Section 6b of Microsoft's terms
and conditions clearly states:



Get disaster recovery at no extra cost

Recover Azure virtual machines to VMware, Hyper-V or a location of your choice in just a few clicks, and 

keep on working. Unlike other disaster recovery solutions, there’s no need to restore all of your data from 

Redstor before you can begin operating again. With our InstantData™ technology, the most critical files, 

the ones you need to access first, can be streamed immediately and on demand – enabling you to 

continue working seamlessly on any device. Importantly, while you work on these files, the remaining data 

will be intelligently restored in the background. No delays, downtime, or disruption.

� Restore data quickly and easily to its original location or a new location of your choice at any time 

and as often as required, at no additional charge.

� Take advantage of Redstor’s Azure Mobility service to migrate your data from on-prem machines to 

Azure VMs and use Redstor’s Azure VM backup and recovery product for immediate protection.

Our smart, all-in-one data management and protection
enables organizations to easily meet Recovery Point
Objectives and Recovery Time Objectives.

Other benefits to backing up Azure VMs with Redstor

Cloud-native protection

Redstor has a wide range of capabilities that you can use to back up other data sources, not just your 

Azure-based systems. Every day Redstor helps more than 40,000 customers around the world simplify the 

task of managing and protecting their data.

Microsoft does offer an integrated backup service for Azure VMs, but it’s not free. With Microsoft’s Azure 

Backup, there is a fixed price for each Azure VM you back up AND you pay per GB/month to store these 

backups either in Locally Redundant Storage (LRS) or Geo-Redundant Storage (GRS). The latter, more 

expensive option comes with automatic failover to a secondary Azure data center.

Backup software designed for on-prem will not do as 

good a job backing up resources in the cloud, leaving 

gaps in coverage, whereas Redstor is fully cloud-native 

and agentless.

No staging hardware to buy, manage or replace. No need 

for scripts that are prone to error. No need to hop over to 

more systems. No requirement for specialist training, just 

use Redstor’s smart RedApp.

Add Resources3

Add the Azure virtual machines you want to protect.

Virtual machine Resource group

VM-Test1

Max_V2

ResGroup1

ResGroup1

DevTestVM Nazeer-Dev

AzureVM-Linux2021 AKS-Dev

Mode1029 ResGroup2

Vmname6 ResGroup2
All virtual machines selected Enable Redstor Protect



How it works

You can start protecting data immediately, scale effortlessly and reduce administrative overheads by 

easily adding your cloud workloads to the RedApp, Redstor’s smarter, intuitive application for managing 

and protecting data regardless of where the data sits.

Outsmart cyberthreats

Proprietary AI infused throughout, Redstor’s service 

detects malware threats before they become attacks. If 

suspicious files are detected during a backup,�Redstor 

quarantines�them, preventing them from being 

restored in the event of a recovery. Data tagging AI, 

woven into the app, also enables MSPs and their end 

users to see how much of their data being backed up is 

classed as highly sensitive or sensitive, allowing them to 

better manage their exposure and concentration of 

sensitive documents to protect them effectively.

Simply add your Microsoft Azure VM to the RedApp, Redstor’s intuitive application for managing and 

protecting the widest range of data environments, then schedule backups as you would with any other 

Windows® or Linux® machine.

You can flexibly recover business-critical files and folders and restore entire Azure VMs to the location of 

your choice. Redstor solves the problem of cloud vendor lock-in by giving you flexibility and control.

In the event of a disaster where live data is lost, InstantData™, Redstor’s unique technology, can recover 

immediately from the cloud, on demand, and with minimal effort from the user. So, should your organization 

suffer an incident such as an unintended deletion or ransomware attack – downtime and disruption are no 

longer an issue. Selected files are streamed on demand, enabling you and your employees to continue 

working seamlessly 24/7/365. No more stretched IT resources, no need to apologize to customers, no lost 

revenue, and no fines or publicly listed undertakings.


