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COMPARISON CHART

VADE FOR GWS / VADE FOR M365 / VADE CLOUD

FEATURE / SETUP

Architecture

Hybrid: 

· Inline mode 
(without MX changes)
· API mode

Full API mode Inline mode with MX changes

Initial remediation Done before email is received 
in end-user’s mailbox

Done after email reception in 
end-user‘s mailbox 

Done before email is received 
in end-user’s mailbox

Remediation types available

· Initial remediation

· Auto-remediation

· Manual remediation

· Initial remediation

· Auto-remediation

· Manual remediation

· Initial remediation

Inbound/Outbound analysis? Inbound and  
internal email flow

Inbound and  
internal email flow

Inbound and  
internal email flow 
Outbound email flow

Domain protection

Full domain protection

Customization possibilities 
using Google’s organizations 
(in the Google admin console)

Full domain protection

Full domain protection

Customizable to choose which 
domains to protect

Actions available for an email

· Move 
(to Inbox, Spam, custom labels) 
· Hard delete 
· Soft delete 
· Banner 
· Remove attachments

· Move 
(to Inbox, Spam, custom folders) 
· Soft delete 
· Banner 
· Remove attachments

· Deliver to mailbox 
· Tag 
· Quarantine 
· Drop 
· Reject

Allow and block lists?

· Admin allow lists (sender,  
domain, IP addresses, IP ranges) 
· Admin block lists (sender,  
domain, IP addresses, IP ranges) 
· User allow lists 
(through Google)

· Allow lists 
(sender, domain, IP addresses) 
· User allow lists  
(through Microsoft)

· Admin allow lists 
(sender, domain) 
· Admin block lists 
(sender, domain) 
· User allow lists 
· User block lists

User synchronization mode API API LDAP / SMTP

User login on Vade console Google SSO Microsoft SSO Dedicated credentials

FOR GOOGLE WORKSPACE FOR M365 CLOUD
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RBAC

Roles available:

· Help Desk 
· SOC 
· Administrator 
· Role mapping between Vade 
and Google 
· Roles inherited through Google 
groups are taken into account

Roles available:

· Help Desk 
· SOC 
· Administrator  
· Role mapping between Vade 
and Microsoft

Administrator

URL analysis

· URL rewriting and analysis 
· URL allow lists 
· Header and footer  
customization 
· Logo customization

· URL rewriting and analysis 
· URL allow lists 
· Header and footer 
customization 
· Logo customization 

· URL rewriting and analysis 
· Header and footer 
customization 
· Logo customization

Spear-phishing protection

Graymail detection

Exception rules

Email statistics

· Threats 
· Low Priority 
· Auto-remediation 
· Added value

· Threats 
· Low Priority 
· Auto-remediation 
· Added value

· Threats 
· Low Priority 
· Actions on Emails

UI customization Logo, login page, header, URL

PDF Export of reports
(planned for September)

Remote Browser Isolation

SIEM/SOAR Integration 
with public API

FN/FP Admin Report

Reported emails (end-users) FN only FN and FP

Email and attachment 
download Quarantined Emails only

Monitoring mode

Accessibility-compliant UI
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