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Yesterday April 2024

Acmecorp is an M365 customer that sells 
widgets. 

Their marketing emails are NOT 
authenticated with SPF and DKIM or 
aligned to the from domain. 

They market to customers who have 
gmail.com and yahoo.com email inboxes. 

Those emails get delivered mostly -
despite not following best practices

Acmecorp is an M365 customer that sells 
widgets. 

Their marketing emails are NOT 
authenticated with SPF and DKIM or 
aligned to the from domain. 

They market to customers who have 
gmail.com and yahoo.com email inboxes. 

Those emails DO NOT get delivered!
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Go o g le /  Ya h o o  - N e w  Re q u ire m e n t s  fo r Em a il De live ry

All s e n d e rs  m u s t  
c o m p ly wit h  t h e  n e w 
g u id e lin e s

Feb 2024

Bulk senders must 
start implementing 
email authentication 
(DMARC, SPF, DKIM).
Temporary  errors 
begin

Feb 2024

Rejection of non -
compliant messages 
begins

April 2024

One - click 
Unsubscribe 
required for all 
commercial and 
promotional 
messages

June 2024
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Go o g le  & Ya h o o  C o m p lia n c e  C h e c k lis t

Au t h e n t ic a t e  a ll m e s s a g e s  w it h  
DMARC

IN 
PROGRESS

NEEDS 
REVIEW DONE

Au t h e n t ic a t e  m e s s a g e s  w it h  S PF o r 
DKIM a lig n e d  wit h  t h e  Fro m  d o m a in2

S e n d  fro m  a  d o m a in  wit h  a  DMARC  
p o lic y o f a t  le a s t  p =n o n e3
Ha ve  a  va lid  fo rwa rd  & re ve rs e  DNS  
t h a t  m a t c h  e a c h  o t h e r4
Us e  a  o n e - c lic k s u b s c rib e  h e a d e r & 
u n s u b s c rib e  lin k in  t h e  fo o t e r5

Ma in t a in  a  lo w s p a m  ra t e  o f <0 .1%6

1

2

3

4

5

6

7 En c ryp t  yo u r e m a il b y re q u irin g  TLS

Requirements begin to go into effect February 2024

Valimail 
Core 

Solves 
1-3



Va lim a il C o re  c o m p le m e n t s  SEGs  & MSFT De fe n d e r

Traditional SEG/Defender Valimail Core

Phishing inbound In b o u n d  p ro t e c t io n  a g a in s t  a ll 
m a jo r a t t a c k ve c t o rs

Exa c t  d o m a in  s p o o fin g  
p ro t e c t io n  

Ph is h in g  o u t b o u n d N O N E Exa c t  d o m a in  s p o o fin g  
p ro t e c t io n  

Bra n d  Pro t e c t io n N O N E Blo c ks  a n yo n e  fro m  s e n d in g  a s  
yo u

Th re a t  In t e llig e n c e In b o u n d  o n ly S p o o fin g  d a t a  o u t s id e  c lie n t  
n e t w o rk

C o m p lia n c e  & vis ib ilit y N O N E Glo b a l e m a il in s ig h t s  o n  t h e  
u s e /a b u s e  o f yo u r b ra n d

5
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“ “ “
Valimail is the clear 
DMARC technical 
and market leader.

Joseph Blankenship
VP, Research Director, Security & Risk

Valimail for Microsoft 365 
makes the service-discovery 
component of DMARC 
incredibly simple, providing 
a fully automated visibility 
service.

Girish Chander
GM, Microsoft Defender for O365

Microsoft Defender doesn't 
have DMARC, creating a gap 
relative to other SEGs. 
Valimail is known to me and 
to the market as the way to 
fill this gap.
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2 0 %
S UC C ES S  RATE

<4 0 %
S UC C ES S  RATE

DIY = Non-Valimail =
12 + m o n t h s
2 - 3  FTEs  
(e s t . c o s t  
$ 30 0 - 4 5 0 k)

9 - 12  m o n t h s
1- 2  FTEs
(e s t .c o s t  15 0 k -
30 0 k)

Ma n u a l 
DN S Up d a t e s

DN S 
C h a n g e  
W in d o w

DKIM & SPF 
C o n fig u ra t io n

DN S 
C o n fig u ra t io n

Fin d  Se n d in g  
IP  Ad d re s s

Id e n t ify 
Se n d in g  
Se rv ic e
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Instant SPF S o lve s  t h e  10 - d o m a in  lim it  w it h o u t  fla t t e n in g  o r 
s ub d o m a in s

DMARC Automation Co n t in uo us  e n fo rc e m e n t  w it h o u t  t o u c h in g  t h e  DNS

Precision Sender Intelligence O n e - c lic k a u t h o riza t io n  in t o  t h e  la rg e s t  n e t wo rk o f  
o f p re - c o n fig u re d  s e n d in g  s e rvic e s  

Speed to Enforcement O u r c u s t o m e rs  a c h ie ve  e n fo rc e m e n t  4 x fa s t e r t h a n  
o t h e r DMARC  s o lu t io n s  & 8 x fa s t e r t h a n  DIY

Undeniable Success 9 0 %+ o f o u r c u s t o m e rs  a re  a t  e n fo rc e m e n t  vs . 4 6 % 
w it h  o t h e r p ro vid e rs  & 10 % via  DIY

P io n e e rs  o f Ho s t e d  DMARC
A n e w  w a y t o  DMARC  e n fo rc e m e n t , w it h  m in im a l t e c h n ic a l w o rk
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DMARC  - Mo re  Th a n  a  Ma n d a t e

Prevent Phishing
S a fe g u a rd  yo u r 

o rg a n iza t io n  fro m  
in b o u n d  & o u t b o u n d  

t h re a t s

Brand Protection
Pro t e c t  yo u r e m a il 

d o m a in , p ro t e c t  yo u r 
b ra n d

Compliance
Ac h ie ve  c o m p lia n c e  
w it h  e m a il s e c u rit y 
re g u la t io n s  & b e s t  

p ra c t ic e s  

DMARC Mandate
C o m p ly w it h  n e w  e m a il 

a u t h e n t ic a t io n  
re q u ire m e n t s  
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