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Secure Enterprise Browsing
Chrome Enterprise:
Core and Premium Compared

This table provides a detailed comparison between Chrome Enterprise Core and
Chrome Enterprise Premium, highlighting the key features and benefits of each

offering.
Feature Chrome Enterprise Core Chrome Enterprise Premium Documentation link
Centralized Management Yes Yes Chrome Enterprise Core
and enterprise policy setup quide
1st and 3rd party Yes Yes Chrome Enterprise
connectors Connector Framework
Extension managementand Yes Yes Manage Extensions in your
reporting enterprise
Policy Management Yes Yes Setting Policies for enrolled
Chrome Browsers
Root Cert Deployment No Yes Manage Root Certs Centrally
Manage Chrome Updates Yes Yes Chrome Update Strategies
Site Isolation Yes Yes Protect your data with site
: .
Security Dashboard Limited Yes Chrome threat summary



https://chromeenterprise.google/products/cloud-management/
https://chromeenterprise.google/products/chrome-enterprise-premium/
https://support.google.com/chrome/a/answer/9116814?hl=en
https://support.google.com/chrome/a/answer/9116814?hl=en
https://support.google.com/chrome/a/answer/12166576?hl=en&sjid=3264146740022673440-NC
https://support.google.com/chrome/a/answer/12166576?hl=en&sjid=3264146740022673440-NC
https://support.google.com/chrome/a/answer/9296680?hl=en
https://support.google.com/chrome/a/answer/9296680?hl=en
https://support.google.com/chrome/a/answer/9301892?hl=en&ref_topic=9301744&sjid=3264146740022673440-NC
https://support.google.com/chrome/a/answer/9301892?hl=en&ref_topic=9301744&sjid=3264146740022673440-NC
https://support.google.com/chrome/a/answer/16073278?hl=en
https://support.google.com/chrome/a/answer/9982578?hl=en&ref_topic=9023448&sjid=3264146740022673440-NC
https://support.google.com/chrome/a/answer/7581529?hl=en&ref_topic=9044293&sjid=3264146740022673440-NC
https://support.google.com/chrome/a/answer/7581529?hl=en&ref_topic=9044293&sjid=3264146740022673440-NC
https://support.google.com/a/answer/9490280

Feature

Chrome Enterprise Core

Chrome Enterprise Premium Documentation link

mmar

Chrome high risk users
Chrome high risk domains

Advanced Security and Limited Advanced Chrome Log events (refer to

Reporting Chrome Data Protection
event descriptions for
events specific to Premium)
Chrome event log (more
detailed)

Security Investigation Tool No Yes Security Investigation Tool

Optical Character No Yes Refer to section on Scan

Recognition Images for Sensitive Content

Watermarking No Yes Display watermark on
certain webpages

Data Loss Protection No Yes Use Chrome Enterprise
Premium to inteqrate DLP
with Chrome (includes
example rules)

Data Masking No Yes How to use Data Maskin

Evidence Locker No Yes Investigating File Violations

Screenshot/ Screenshare No Yes Screenshot Protection

Protections

(GA)

Copy / Paste Restrictions No Yes Copy and paste restrictions

(GA)



https://support.google.com/a/answer/10058270
https://support.google.com/a/answer/10058270
https://support.google.com/a/answer/10058665
https://support.google.com/a/answer/10058666
https://support.google.com/a/answer/15439048?product_name=UnuFlow&visit_id=638669249253827693-999348730&rd=1&src=supportwidget0
https://support.google.com/chrome/a/table/13465257?hl=en&sjid=3264146740022673440-NC
https://support.google.com/a/answer/7575955?sjid=3264146740022673440-NC
https://support.google.com/a/answer/10104358?hl=en&ref_topic=7556687&sjid=3264146740022673440-NC
https://support.google.com/a/answer/10104358?hl=en&ref_topic=7556687&sjid=3264146740022673440-NC
https://support.google.com/chrome/a/answer/14792155?visit_id=638669249253827693-999348730&p=watermark&rd=1
https://support.google.com/chrome/a/answer/14792155?visit_id=638669249253827693-999348730&p=watermark&rd=1
https://support.google.com/a/answer/10104358?ref_topic=7556687&sjid=3264146740022673440-NC&product_name=UnuFlow&hl=en&ref_topic=7556687&sjid=3264146740022673440-NC&visit_id=638669249253827693-999348730&rd=1&src=supportwidget0&hl=en
https://support.google.com/a/answer/10104358?ref_topic=7556687&sjid=3264146740022673440-NC&product_name=UnuFlow&hl=en&ref_topic=7556687&sjid=3264146740022673440-NC&visit_id=638669249253827693-999348730&rd=1&src=supportwidget0&hl=en
https://support.google.com/a/answer/10104358?ref_topic=7556687&sjid=3264146740022673440-NC&product_name=UnuFlow&hl=en&ref_topic=7556687&sjid=3264146740022673440-NC&visit_id=638669249253827693-999348730&rd=1&src=supportwidget0&hl=en
https://support.google.com/a/answer/16503004?hl=en
https://support.google.com/a/answer/15720950?hl=en#zippy=%2Cstep-set-up-the-evidence-locker
https://support.google.com/a/answer/10104358?visit_id=638670424982161017-1017088533&p=dlp-block-screenshot&rd=1#dlp-block-screenshot
https://support.google.com/chrome/a/answer/15450083#zippy=%2Crestricted-sources-for-pasting%2Crestricted-destinations-for-pasting%2Cscreenshot-prevention

Feature Chrome Enterprise Core Chrome Enterprise Premium Documentation link

Chrome Extension Yes Yes Chrome Event Logs (refer to

Telemetry in Google Chrome extension Telemetry

SecOps data) *requires a license for

GA Google SecOps (previously
known as a Chronicle)

Context-Aware DLP No Yes Combine DLP rules with
Context-Aware Access
conditions (includes
example rules)

URL filtering and URL No Yes Use Chrome Enterprise

specific DLP controls Premium to integrate DLP
with Chrome (refer to DLP
and Chrome Enterprise
Premium integration - URL
navigation rule examples
section)

Mobile Data Protection (EA) No Yes Early Access

Identity-Aware Proxy (IAP)  No Yes Apply Chrome Enterprise

for private web-apps in Premium to cloud resources

GCP with CAA

Secure non-Google Cloud No Yes SaaS

applications using Secure Private Apps

Gateway

Secure Access to Virtual No Yes Securing virtual machines

Machines (SSH, RDP and with I1AP

other traffic) with TCP

forwarding

Key Takeaways:

e Chrome Enterprise Core provides essential management capabilities for
businesses looking to streamline their Chrome browser management.


https://support.google.com/a/answer/15439048?product_name=UnuFlow&visit_id=638669249253827693-999348730&rd=1&src=supportwidget0
https://support.google.com/a/answer/13447476?hl=en&ref_topic=7556687&sjid=3264146740022673440-NC
https://support.google.com/a/answer/13447476?hl=en&ref_topic=7556687&sjid=3264146740022673440-NC
https://support.google.com/a/answer/13447476?hl=en&ref_topic=7556687&sjid=3264146740022673440-NC
https://support.google.com/a/answer/10104358?product_name=UnuFlow&hl=en&visit_id=638669249253827693-999348730&rd=1&src=supportwidget0&hl=en#zippy=%2Cexample-audit-chrome-navigations-to-urls-that-match-a-regular-expression-beta
https://support.google.com/a/answer/10104358?product_name=UnuFlow&hl=en&visit_id=638669249253827693-999348730&rd=1&src=supportwidget0&hl=en#zippy=%2Cexample-audit-chrome-navigations-to-urls-that-match-a-regular-expression-beta
https://support.google.com/a/answer/10104358?product_name=UnuFlow&hl=en&visit_id=638669249253827693-999348730&rd=1&src=supportwidget0&hl=en#zippy=%2Cexample-audit-chrome-navigations-to-urls-that-match-a-regular-expression-beta
https://cloud.google.com/blog/products/chrome-enterprise/new-ways-to-protect-your-sensitive-data-with-chrome-enterprise
https://cloud.google.com/beyondcorp-enterprise/docs/apply-resources
https://cloud.google.com/beyondcorp-enterprise/docs/apply-resources
https://cloud.google.com/chrome-enterprise-premium/docs/security-gateway-saas-apps
https://cloud.google.com/chrome-enterprise-premium/docs/security-gateway-private-web-apps
https://cloud.google.com/beyondcorp-enterprise/docs/securing-virtual-machines
https://cloud.google.com/beyondcorp-enterprise/docs/securing-virtual-machines
https://chromeenterprise.google/products/cloud-management/

e Chrome Enterprise Premium offers advanced features like enhanced
security, context aware access, and comprehensive data loss prevention,
making it ideal for organizations with more secure requirements.

Choose the Right Solution for Your Business:
e Core: Suitable for small to medium-sized businesses with basic device
management needs.
e Premium: Recommended for larger enterprises or organizations requiring
advanced security and control


https://chromeenterprise.google/products/chrome-enterprise-premium/

	Chrome Enterprise:  
	Core and Premium Compared 

