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PRODUCT DATASHEET

Island Browser Professional
Complete SMB Security Bundle
Sometimes changing one thing changes everything.

Island Browser Professional is a purpose-built SMB security bundle that packages the full Island Enterprise Browser with eight
integrated capabilities — giving growing businesses enterprise-grade protection without the enterprise stack. Everything is managed
from a single console, built into a familiar Chromium browser, and ready to deploy in days.

■  WHAT'S INCLUDED IN ISLAND BROWSER PROFESSIONAL

■ Island Managed Browser
Purpose-built Chromium browser with enterprise security, productivity
tools, and policy enforcement built in. Familiar to users, fully controlled by
IT. Available on Windows, macOS, and Linux.

■ Island Management Console
Centralized policy dashboard for managing all users, devices, and
capabilities across the organization. Role-based controls, real-time audit
logs, and device posture checks — all in one place.

■ DLP360
360-degree Data Loss Prevention covering copy/paste, uploads,
downloads, printing, screenshots, and screen sharing. Policy-driven
controls per app, per user, and per action — no third-party DLP vendor
required.

■ Island Compromised Credentials
Detect and block the use of stolen or reused credentials in real time.
Monitors for credential exposure, enforces password hygiene policies, and
prevents credential-based attacks — including MFA fatigue and session
hijacking.

■ Island SMB Network Share
Secure, browser-based access to internal file shares and network storage
over SMB protocols. Employees access shared drives directly through the
Island Browser — no VPN, no mapped drives, no additional client
required.

■ RDP & SSH Protocols
Built-in Remote Desktop Protocol (RDP) and Secure Shell (SSH) access
through the browser. Connect to servers, desktops, and infrastructure
without installing native clients or exposing ports to the internet.

■ Protected Accounts
Privilege-aware access management built directly into the browser.
Secure admin consoles, backend systems, and sensitive applications with
enhanced authentication, full session capture, and PAM-style controls —
without deploying a standalone PAM tool.

■ AI Protect
Govern every AI interaction across ChatGPT, Microsoft Copilot, Google
Gemini, and more. Block sensitive data inputs, detect shadow AI usage,
enforce acceptable-use policies, and maintain a full audit trail of all AI
activity.
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■  KEY USE CASES FOR SMBS

■ Protect Data Everywhere
DLP360 enforces copy/paste, upload, download, print, and screenshot controls across
every app — web, SaaS, and internal — from a single policy engine.

■ Replace VPN for Remote Access
RDP, SSH, and SMB Network Share let employees access servers, desktops, and file
shares directly through the browser — no VPN client, no broad network exposure.

■ Lock Down Privileged Access
Protected Accounts secures admin consoles and sensitive systems with enhanced auth,
session recording, and PAM-style controls built into the browser.

■ Stop Credential Attacks
Island Compromised Credentials detects exposed passwords and blocks reuse in real time
— protecting against phishing, MFA fatigue, and session hijacking.

■ Enable AI Without the Risk
AI Protect gives IT visibility and control over ChatGPT, Copilot, and other AI tools — so
employees can embrace AI without exposing sensitive data.

■ Centralize Management
The Island Management Console gives lean IT teams a single dashboard for policies,
device posture, audit logs, and user management across all eight capabilities.

WHY ISLAND BROWSER PROFESSIONAL

Everything in one browser
All eight capabilities are managed from a single console and
enforced through a single browser install — no agent sprawl.

Deploys in days, not months
No infrastructure changes. Push policies from Island Console
and your team is protected immediately.

Works on any device
Windows, macOS, Linux — managed and unmanaged. Full
BYOD support without MDM enrollment.

Familiar to end users
Built on Chromium. Users see a browser they already know —
with enterprise control underneath.

IdP agnostic
Integrates with Okta, Azure AD, Ping Identity, and other IdPs.
Works alongside your existing security stack.

■  TECHNICAL SPECIFICATIONS

Compliance
Ready

SOC 2, HIPAA, PCI DSS, ISO 27001,
NIST, FedRAMP In Process

Platforms Windows, macOS, Linux, iOS, Android

Deployment Cloud-managed via Island Console.
AWS, Azure, or on-premises.

Identity Okta, Azure AD, Ping Identity, and other
SAML/OIDC providers

Integrations CrowdStrike, SentinelOne, Palo Alto
Networks, Microsoft 365, Google
Workspace

■  WHAT CUSTOMERS SAY

"Island Browser makes security effortless. The best
part is how it builds protection right into the browser —
no need for any extra tools. You can get access,
control, data protection and automation all in one place
without slowing things down."

— Verified Customer, Gartner Peer Insights

Ready to see Island Browser Professional in action?
Request a demo:  island.io/demo   ·   Contact:  info@island.io   ·   (866) 832-7114
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