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PRODUCT OVERVIEW

Island the Workspace for SMB
Complete feature list · The Workspace for SMB

Secure Browser

✓ Enterprise browser built on Chromium

✓ Works on managed and unmanaged devices

✓ BYOD and contractor self-service onboarding

✓ Custom browser policies and extension control

✓ Bookmark, history, and settings sync

✓ Familiar Chrome-like experience for employees

✓ Multi-profile support per user

✓ Single sign-on (SSO) via SAML and OIDC

Data Protection

✓ Block copy, paste, and download of sensitive data

✓ Prevent screenshots in protected applications

✓ Screen-share controls per app or user group

✓ File upload and download policy enforcement

✓ Clipboard inspection and data filtering

✓ Watermarking for sensitive documents

✓ Last-mile DLP — enforced at point of use

✓ Custom DLP rules per application

Network Access

✓ Island Private Access — Zero Trust ZTNA

✓ VPN replacement — no client agent required

✓ Encrypted tunnels to private applications

✓ Identity-aware access per app and user

✓ Conditional access by device and location

✓ Split tunneling and per-app routing

✓ Works on personal and unmanaged devices

✓ Continuous session verification

Web Security

✓ Built-in anti-phishing protection

✓ Real-time malware and threat inspection

✓ Web content filtering by category

✓ Custom allow and block lists

✓ Safe search enforcement

✓ Malicious URL blocking

✓ DNS-level filtering

✓ Threat intelligence integration
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Secure AI

✓ AI Assistant powered by Azure OpenAI (GPT-4)

✓ Full data governance — no data leaves tenant

✓ AI usage logged and audited

✓ Blocks sensitive data from AI prompts

✓ Approved AI tools only — no shadow AI

✓ Works within existing identity policies

✓ Configurable per user group or role

✓ Enterprise-grade AI without the risk

Password Management

✓ Built-in zero-knowledge password manager

✓ Auto-generate strong, unique passwords

✓ One-click credential autofill in browser

✓ Shared credentials for team accounts

✓ Breach detection and password health alerts

✓ No separate app or extension required

✓ Integrates with 1Password and CyberArk

✓ Admin visibility into password hygiene

Management & Visibility

✓ Single centralized management console

✓ Role-based admin access (RBAC)

✓ User and group policy management

✓ Activity logs and session monitoring

✓ Real-time DLP and security alerts

✓ Advanced reporting and dashboards

✓ SIEM integration (Splunk, Sentinel, Elastic)

✓ Audit-ready compliance reporting

Integrations & Platforms

✓ Microsoft Entra ID / Azure AD / SAML 2.0

✓ Okta, Google Workspace, JumpCloud, OneLogin

✓ Microsoft Intune, Jamf, CrowdStrike

✓ Windows 10/11, macOS, iOS, Android, Linux

✓ ChromeOS support via managed browser policy

✓ SIEM: Splunk, Microsoft Sentinel, Sumo Logic

✓ ServiceNow and Jira Service Management

✓ SOC 2 Type II and ISO 27001 certified

Island the Workspace for SMB
One platform. Zero complexity. Built for the way SMBs work. 
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