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Absolute Rehydrate

. As an MSP, your ability to respond quickly and efficiently to ransomware,
EmpOweI’ End pOlnt ReCOvery er malware, or OS-level failures directly affects your clients’ business

continuity. Traditional recovery methods—like shipping USB drives or relying

Your ClientS—AnYWhere, Anytlme on physical access—are no longer viable in today's hybrid, distributed work

environments.

Built on Absolute’s unique Persistence® technology embedded in

the firmware of over 600 million devices, Absolute Rehydrate enables

MSPs to recover endpoints remotely—even when the OS is corrupted or
unreachable. This powerful capability transforms how you deliver business
continuity and cyber resilience to your clients—without manual intervention
or costly delays.
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File Operations (Add/Delete) .
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Set/Remove Registry Keys

Restore Golden Image

Run Script

Why MSPs Choose Absolute Rehydrate

Traditional Recovery Is Holding You—and Your Clients—Back

Manual recovery methods like shipping USB drives or waiting on physical access are slow, costly,
and impractical in hybrid or distributed work environments. As an MSP, you need a scalable, cloud-
managed solution that lets you restore client endpoints efficiently, regardless of their location.

The MSP Advantage with Absolute Rehydrate

Customize Recovery Playbooks for Different Client Needs

From full OS restoration to targeted file, script, or registry fixes, you can tailor your remediation
strategy to match the specific scenario—minimizing business disruption and service desk load.

Secure, Scalable, and Controlled

& Remote recovery via the Absolute Console—no need for onsite visits.
@ “Break-glass” passcode-protected boot process.

& Role-based access control ensures only authorized team members can initiate recovery.
@ Real-time tracking and auditing for compliance and SLA assurance.
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Key Features for MSPs
v Remote OS restoration after cyberincidents or IT failures (e.g., BSOD).

Granular recovery options: push scripts, delete malicious files, restore specific registries.

v
v Firmware-level control that bypasses compromised OS environments.
v No hardware handling: restore devices anywhere in the world.

v

White-labeled support: enhance your managed service offering with enterprise-grade
resilience.

Built for the Distributed Enterprise
Your clients trust you to deliver uptime. With Absolute Rehydrate, you can:

- Respond rapidly to endpoint threats across client environments.

- Restore operational continuity without physically touching a device.

« Reduce IT strain with automated recovery workflows.

- Enhance your security service portfolio with remote remediation built for scale.

Partner with Absolute—Deliver Resilience as a Service.

Absolute Rehydrate is available through the Absolute Resilience platform, including specialized
offerings for Security and Automation.

Request a Demo or contact us to learn how Absolute can become a core part of your managed
security stack.
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Run playbook

T103170

2 ABT103170\user
@ Playbook requested Dec 20, 2024 1:11 PM
OVERVIEW

O Dell LATITUDE 7420
Microsoft Windows 11 Pro

(i) While playbeok is in progress, only user-initiated playbooks are available

Restore golden image

@ Last connected 24 days ago
Surrey, British Columbia, Canada

® Global Policy Group @ unk
E Absolute Resilience, Resilience 3.0 2
Histor i
Q AllEvents ©® 2 {1 H ¢
December 20, 2024 Playbook requested
4:19 PM
Playbook requested
1:23 PM
4 Agtions,

Restare your device to a golden image.
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Parameters

Host Image URL

Credentials

User-initiated playbook

‘When a device cannot boot into the 05, user can manually run this playbook. This will require the user to press F6 during the

bootup phase, and enter the Extended Resilience passcode when required. A physical ethernet network connection is required.

Run the “Restore Golden Image”

Cancel Run playbook

restoration playbook.

@ Freeze... B Run script... _D Wipe... (=) Send message...

/A File Operations (add or delete)

Absolute file operations

December 14, 2024 - Janu

/A Set/remove registry keys

Absolute provide the ability to manually set

or remove registry keys outside of the. .,

/A Restore golden image

Restore your device to a golden image.

/A Run script

Execute a batch script.

| Flaywuun

Restore galden image
Playbook type
Actions
User-initiated

Yes

Reported date

Decemn ber 20, 2024 4:19 PM

& unenroll 3 (8 X

& Remove freeze

B pelete file...

:E: Perform EDD scan

[=] Change license...

@ Change policy group

97 Report missing or stolen. ..

E Manage supervisor password...
B #un playbook
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ute.com on December 20, 2024 4.

(& Find this event on other devices

Choose from a full recovery from the golden

image or more surgical actions.
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Absolute Security is partnered with more than 28 of the world's leading endpoint device
manufacturers, embedded in the firmware of 600 million devices, trusted by thousands of global
enterprise customers, and licensed across 16 million PC users. With the Absolute Security Cyber
Resilience Platform integrated into their digital enterprise, customers ensure their mobile and hybrid
workforces connect securely and seamlessly from anywhere in the world and that business operations
recover quickly following cyber disruptions and attacks. Our award-winning capabilities have earned
recognition and leadership status across multiple technology categories, including Zero Trust Network
Access (ZTNA), Endpoint Security, Security Services Edge (SSE), Firmware-Embedded Persistence,
Automated Security Control Assessment (ASCA), and Zero Trust Platforms.

Request a Demo
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